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 With the increasing deployment of remote proctoring systems, there is  

a noticeable gap in online testing governance due to the lack of credible 

evidence, which might have adverse implications in terms of trust between 

the testing platform and its participants. This study, therefore, examines the 

potential impact of blockchain-powered evidence management on 

auditability and audit process efficiency in the context of online 

examinations. In our study, we used an experimental research method and 

examined the impact of tamper-proof distributed ledger technology on 

auditability and audit time using a sample of 160 exam sessions divided 

equally into two groups: a control group (CG, n=80) and an experimental 

group (EG, n=80). The findings suggest a positive and statistically 

significant influence of blockchain adoption on auditability (12.5% higher), 

reaching 96.3% compared to 83.8% in the CG, as well as a 37% reduction in 

audit time. Furthermore, the inter-rater agreement level reached 0.846. 

Notably, based on our surveys, test-takers find the process more credible and 

legitimate without any increased privacy concerns. 
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1. INTRODUCTION 

Online assessments have now become a fundamental tool for assessing learning outcomes, 

certifying students, and providing flexible options for students’ educational pathways across educational 

institutions and digital learning environments [1]. In addition, with increasing numbers of high-stakes 

assessments being administered remotely; there is an increasing trend toward using remote proctoring and 

automated monitoring systems to maintain the pedagogical value and social recognition of academic 

certifications [2], [3]. Although education research indicates that the credibility of online assessments does 

depend on the ability to detect cheating or other dishonest behavior, it also indicates that credible online 

assessments depend on assessment governance, which includes clear procedural rules, reviewable evidence, 

and defensible processes for making decisions regarding students [4]. As such, credible online assessments 

support achieving both of the United Nations’ sustainable development goals (SDG) 4–quality education by 

ensuring fair and reliable evaluations of students, and SDG 16–peace, justice, and strong institutions by 

promoting transparent and accountable decision-making processes within educational institutions [5]. 

The tension between protecting the integrity of remote proctoring (and therefore the results) and 

providing an optimal learning environment for students has been at the center of most research on remote 

proctoring [6], [7]. Studies have shown that while remote proctoring technology can help prevent cheating 

and provide institutions with ways to scale their online assessments, these same studies have reported issues 
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related to how students perceive the level of surveillance they receive during remote proctored exams  

[8], [9]; privacy; anxiety; and whether or not they feel the exam is legitimate. Furthermore, many of the alerts 

generated by automated flagging mechanisms used in remote proctoring systems are based on what may 

appear to be anomalies in a student’s behavior that could occur in actual testing environments–e.g., 

connection loss or variations in environmental conditions. These factors can lead to unnecessary reviews of 

false positives and therefore potentially harm confidence in decision-making processes within educational 

institutions [10], [11]. Therefore, fair and transparent practices need to be considered top-level regulatory 

outcomes rather than merely secondary technological characteristics [12]. 

Procedural justice has been a growing area of study within the use of digital assessment systems 

[13], [14] with the degree to which an individual perceives the assessment as fair being influenced by how 

easily one can understand the rules of the assessment, how explainable decisions are, and whether the review 

process is consistent, objective and based on evidence [15], [16]. However, most of these digital assessments 

use log files from central platforms for collecting data which can be difficult to verify independently, leaving 

students vulnerable in cases of technical errors or disputed findings. This lack of verifiable evidence creates  

a ‘black box’ in assessment governance, where the power imbalance between the institution and the learner is 

most evident. Consequently, the potential for incomplete or unverifiable data in appeal or audit situations 

could significantly reduce the ability to provide sufficient evidential support for decision making at the 

institutional level [17]. Therefore, the core education problem goes far beyond identifying suspicious activity, 

and will require developing tamper-evident and auditable workflows to enable credible reviews and conflict 

resolutions [18]. 

Previous studies on remote proctoring and online assessment have primarily focused on detection 

accuracy, cheating prevention, privacy concerns, student anxiety, and perceptions of surveillance. At the 

same time, blockchain-based approaches in education have mainly emphasized credential verification, 

certificate authenticity, and secure academic recordkeeping [19], [20]. In parallel, existing blockchain  

audit-trail frameworks demonstrate the technical feasibility of tamper-evident logging and verifiable 

evidence preservation [21], [22]. However, these studies do not evaluate how tamper-evident evidence 

workflows affect governance-related outcomes within online assessment environments. In particular, 

empirical evidence remains limited regarding whether verifiable evidence chains improve auditability, reduce 

audit effort, support reviewer consistency, and increase perceived legitimacy of assessment procedures under 

controlled experimental conditions [23]. 

To address this gap, this study evaluates a blockchain-supported evidence workflow integrated into 

an online assessment system using a controlled comparative design. The blockchain layer serves as an 

integrity mechanism for verifying and auditing assessment evidence while applying data-minimization 

principles through the use of pseudonymous identifiers, timestamps, and cryptographic hashes of predefined 

critical evidence items [21]. The study employs a pilot comparison between a baseline logging procedure and 

a blockchain-supported tamper-evident ledger (TEL) workflow using de-identified examination-session data. 

The study focuses on governance-related measures: i) examination integrity, operationalized through 

auditability, evidence completeness, and hash-based verification; ii) fairness of assessment decisions, 

measured through false positives, reversals, and audit efficiency; and iii) trust and acceptance, assessed 

through perceived procedural fairness, transparency, trust in assessment, and intention to use. 

Unlike previous studies, this research provides the first controlled comparative evaluation of  

a blockchain-supported evidence workflow from an educational governance perspective. Specifically, the 

research evaluates how cryptographically verifiable evidence chains influence auditability, audit efficiency, 

reviewer consistency, and learner perceptions in remote assessment settings. The fundamental scientific 

question addressed in this study is whether the introduction of a decentralized, tamper-evident evidence layer 

can bridge the transparency gap inherent in automated proctoring systems and restore the perceived legitimacy 

of online assessment governance. To investigate this, the following research questions (RQs) were formulated: 

− How does the integration of a blockchain-supported evidence chain impact the verifiability and 

auditability of assessment sessions compared to traditional logging methods? (RQ1) 

− To what extent can verifiable evidence workflows improve institutional governance efficiency by 

mitigating fairness risks and streamlining the audit process? (RQ2) 

− Do perceived procedural fairness and transparency predict trust in online assessment, and does trust 

predict acceptance and intention to use the procedure? (RQ3) 

 

 

2. METHOD 

2.1.  Research design and setting 

In this study, a two-condition experiment was employed to determine the influence of an evidence 

governance layer on the quality, efficiency, and legitimacy of remote assessment review. This experiment 
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was conducted on the online assessment system BlockchainStudy.kz within the context of an exam 

administered in a test course. The exam did not affect students’ grades or progress and had no bearing on any 

academic decisions. In the control condition, the evidence processing mechanism provided by the platform 

was applied, while in the experimental condition, the blockchain-based evidence workflow was employed. 

The logic of automated flagging and reviewer decision guidelines remained unchanged [24]. 

Sessions were allocated through simple randomization, with the software using a 1:1 allocation 

ratio. The reviewers used the same criteria for violations and documentation in both groups. Blinding was not 

possible because the interface and integrity markers differed between the two conditions. To reduce 

procedural bias, the reviewers applied the same violation criteria, audit rubric, decision thresholds, and 

evidence-review procedures across both groups. In addition, the automated flagging logic remained 

unchanged between conditions, allowing differences in outcomes to be attributed primarily to the evidence-

governance workflow rather than to changes in detection mechanisms. 

Figure 1 presents the overall research design, including participant allocation, workflow structure, 

and the comparison between the control and experimental evidence-governance conditions. This schematic 

diagram represents the assessment process lifecycle, depicting the progressive shift from the automatic 

flagging process stage to the final human audit process stage. By identifying the specific points at which 

blockchain integrity measures are incorporated, the difference between ordinary monitoring and governance 

is made clear. 

 

 

 
 

Figure 1. Research design schematic and comparative evidence governance workflows 

 

 

2.2.  Data sources, participants, and procedure 

Participants were recruited among the students enrolled in Information Technology and Software 

Engineering courses offered at Astana IT University and I. Zhansugurov Zhetysu University. Participants 

were sampled using a purposive sampling strategy, where the intention was to recruit individuals with 

adequate digital literacy capabilities. Random allocation to the conditions occurred at the session level. 

Participants were eligible to participate in the study if: i) they were enrolled in the identified course; ii) they 

were 18 years old or older; and iii) they provided informed consent. Sessions that had hardware problems or 

failed due to network disruptions attributable to internet service providers (ISPs) were excluded from the 

analysis. The sample size (n=160 sessions) was determined to be sufficient for detecting medium effect sizes 

(d=0.5) with a statistical power of 0.80 under a two-group comparative design. This pilot-scale sample was 

considered appropriate for evaluating governance-related operational and perceptual outcomes under 

controlled experimental conditions. 

Two datasets were collected. First, a dataset comprising 160 examination sessions was created, 

where 80 sessions were assigned to the control condition, while the other 80 sessions were allocated to the 

experimental condition. This dataset contained information regarding each examination session. In cases 
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where suspicious activity was recorded based on the platform rules, an encrypted screen capture was taken. 

Session-level information was extracted after each session [25]. 

The second dataset consisted of post-test surveys gathered from 138 subjects (68 from the control 

group (CG) and 70 from the experimental group (EG)). Participation in the study was completely voluntary 

and abided by the institution’s rules regarding the piloting of new initiatives. Confidentiality was maintained 

by ensuring that all collected information was anonymized. Upon completing the test, all subjects filled out  

a questionnaire. Sessions that qualified under the automated rules were audited according to the same 

standards across both groups. 

 

2.3.  Evidence workflows and audit procedure 

In the control condition, reviewers accessed the platform’s standard evidence export and interface. 

In the experimental condition, evidence was organized into a structured bundle aligned with a predefined 

critical evidence set. The workflow generated integrity metadata for each evidence bundle and anchored this 

metadata to an append-only ledger [21], [22]. Integrity metadata consisted of SHA-256 hashes, timestamps, 

and a pseudonymous session identifier. Only integrity metadata were anchored, and no personally identifying 

information and no content artifacts were stored on-chain. From the educational governance standpoint, this 

procedure ensures that the organization implements a process of ‘verifiable evidence chain.’ Cryptographic 

linking of the students’ performance data creates a tamper-proof record. This makes it possible for the 

organization to conduct any future audit or appeal using a set of records that will be absolutely identical to 

the originals. All evidence artifacts, including encrypted screenshots triggered by suspicious events, were 

kept off-chain, and access was provided only to authorized auditors and researchers. During the integrity 

checking process, a hash verification protocol was followed where the hash value of the evidence package 

was recalculated during the audit and checked against the anchored hash. If the recalculated hash and the 

anchored hash matched, the session was marked as a hash verification pass. Once the evidence packages 

were extracted, the sessions were audited according to the automated rules set by the platform. 

When reviewers differed on whether to flag a session based on the flagged-session decisions,  

the reviewer would have a meeting and come to an agreement about how to decide based on the rubric that 

was used as the basis for making decisions on the audit cases. In addition to coming to an agreement, 

reviewers would document the reasoning behind their decision in a structured way so that the decision-

making process could be traced by documenting what evidence was used to make each decision and why 

each decision was made. To further add structure to the decision-making process and to provide evidence of 

when each decision was made, reviewers were required to point to the specific evidence reviewed and 

include a date and time stamp with their final decision in the audit workflow. Although these processes 

remained consistent between conditions, the ways in which the data was packaged and whether integrity 

markers existed during the experimental workflow varied. These similarities allow researchers to attribute 

potential differences in findings to the governance features that were different (i.e., evidence packaging and 

integrity markers), and not to differences in the detection criteria or the review criteria. 

 

2.4.  Measures and qualitative coding 

The results obtained at the session level were defined beforehand. Flagging involved checking 

whether a session was flagged in the rule-based system. Auditability was determined by whether the required 

evidence set for auditing was present. Sessions where all the necessary information was available for review 

and sufficient for reconstruction were considered auditable. Evidence completeness indicated whether all 

required data fields for the evidence were collected during the export process. Time to audit was calculated as 

the time taken between the beginning and end of auditing, in minutes. Hash verification pass was noted for 

experimental sessions where the recomputed hash matched the original. Outcomes related to fairness and 

stability were assessed for the flagged sessions with respect to the audit results. False positives referred to 

sessions that were flagged but not found to be violations after auditing. Reversal after audit referred to the 

overturning of initial judgments after auditing. Agreement among raters on flagged sessions was assessed 

using Cohen’s kappa coefficient with a 95% confidence interval (CI) [26]. 

The five constructs used to measure governance and acceptance in the survey were acceptance, 

procedural justice, trust, transparency, and privacy concerns. These constructs were rated using items on  

a Likert scale of 1–5, and the scale scores were averaged. The survey instrument was developed based on 

governance and procedural-justice constructs commonly used in prior educational technology and assessment 

research. Content validity was established through alignment between questionnaire items, the study 

constructs, and the research questions. Internal consistency reliability was evaluated using Cronbach’s alpha 

coefficients. Qualitative data included structured rationale statements generated during the review process for 

all flagged sessions. These statements were coded using a directed coding approach consistent with the 

governance rubric and the structured evidence package. 
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The coding scheme included consistency of the timeline sequence, correspondence in logs, 

references to evidence, timestamped statements, and integrity criteria such as hashing or ledger checks.  

In addition, linkage between cited evidence and the final decision was explicitly coded. Coding was 

conducted to understand how decisions were justified and how documentation varied between conditions. 

Qualitative data were used to interpret quantitative outcomes on a mechanistic basis. All coding categories 

were defined prior to data collection based on the governance constructs measured quantitatively. 

 

2.5.  Statistical analysis and ethics 

Binary session results were analyzed for differences between groups via Pearson chi-square tests. 

When comparing flagged subsets where cell counts were expected to be low, Fisher’s exact tests were 

employed along with odds ratios with 95% CI. The time-to-audit (TTA) variable was examined with the 

Mann-Whitney U test since its values are skewed, a natural characteristic of such duration variables; the rank-

biserial correlation statistic was reported as the measure of effect size. Survey differences between groups 

were compared by independent samples t-tests using Cohen’s d. Two regression analyses were conducted. 

The first model examined the effects of procedural fairness, transparency, and privacy concern on trust, while 

the second model examined the effects of trust, procedural fairness, and transparency on acceptance. 

Standardized coefficients and model R-squared values were reported, and multicollinearity was 

assessed using variance inflation factors. The study was conducted in a low-stakes test-course exam context, 

and all participants provided informed consent, participation was voluntary, and withdrawal was possible at 

any time without consequences. Session logs and metadata contained no direct identifiers, and encrypted 

screenshots were stored off-chain with restricted access and were used only for audit purposes. Only  

non-identifying integrity metadata were anchored on-chain, and results are reported in aggregate. These 

safeguards were implemented to minimize privacy risk while enabling verifiable evidence handling and audit 

transparency. Since the information obtained through the research was de-identified and conducted under 

low-stakes conditions where grades were not affected, the study was classified as an internal educational 

assessment, and formal institutional ethics approval was not required under applicable guidelines. 

 

 

3. RESULTS 

3.1.  Quantitative results 

A total of 160 mock-exam sessions were analyzed (CG=80, EG=80). The automated workflow 

flagged 29 sessions in CG (36.3%) and 27 sessions in EG (33.8%), with no statistically significant difference 

in flagging rates (χ²=0.027, p=0.868). In the experimental workflow, ledger anchoring was applied to all 

sessions and hash-based verification succeeded in 79/80 sessions (98.8%), with one mismatch recorded. 

These initial session-level integrity and efficiency outcomes, which serve as the foundation for subsequent 

auditability analysis, are summarized in Table 1. 

Auditability (a full, reconstructable evidence set) was 83.8% in CG and 96.3% in the EG, showing a 

statistically significant difference between groups (χ²=6.944, p=0.008; relative risk (RR)=1.15; Cramér’s 

V=0.208). The proportion of evidence that was complete (had all fields as defined in the study protocol) was 

86.3% in the CG and 93.8% in the EG and there were no group differences in this measure (χ²=2.500, 

p=0.11; RR=1.09; V=0.125). The findings underscore the high level of reliability of the blockchain-enabled 

system in preserving a reconstructive set of evidence. Figure 2 presents the comparative auditability and 

evidence-completeness outcomes between the CG and EG. This visualization confirms that the EG achieved 

superior results in maintaining a verifiable evidence chain compared to the baseline logging method. 

The time to audit (in minutes) was defined as an operational measure for governance efficiency. 

Time to audit was evaluated at the session level (n=160), with a median time to audit being 18.6 minutes for 

the CG and 11.7 minutes for the EG (means=19.40 min vs 12.43 min). An analysis using the Mann-Whitney 

U-test indicated that the average audit time reduced significantly when using the experimental workflow 

(p<0.001; U=5849; r(rb)=−0.828). Figure 3 illustrates the distribution of audit duration across both groups, 

showing consistently shorter review times in the experimental condition. 

 

 

Table 1. Session-level integrity and efficiency outcomes (N=160) 
Outcome CG (n=80) EG (n=80) Statistic p Effect 

Flagged sessions 29 (36.3%) 27 (33.8%) χ²=0.027 0.868 V=0.026 
Auditability 67 (83.8%) 77 (96.3%) χ²=6.944 0.008 RR=1.15; V=0.208 

Evidence completeness 69 (86.3%) 75 (93.8%) χ²=2.500 0.114 RR=1.09; V=0.125 

Hash verification pass 
(EG only) 

— 79 (98.8%) — — — 

TTA (min) Median 18.6; mean 19.40 Median 11.7; mean 12.43 U=5849 <0.001 r(rb)=−0.828 
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Figure 2. Auditability and evidence completeness by 

group 

Figure 3. Distribution of TTA by group 

 

 

The evaluation of fairness indicators involved examining the flagged subgroup (n=56; CG=29, 

EG=27), where a third-party reviewer played the role of ground truth to determine whether a flag had been 

correctly applied. In the CG, the false positive rate was 24.1%, whereas in the EG, it was 14.8%. Fisher’s 

exact test failed to detect any statistically significant differences between the groups (p-value=0.506, odds 

ratio=1.83, 95% CI [0.47, 7.13]). Additionally, reversals of fairness decisions after auditing happened in an 

equal number of sessions for both groups (CG=3.45% vs. EG=3.70%), as confirmed by Fisher’s exact test 

(p=1.000). Furthermore, inter-rater reliability was very high when making decisions regarding flagged 

sessions (Cohen’s κ=0.846, 95% CI [0.679, 1.000]). Ultimately, these stable metrics confirm that the 

reviewers evaluated both groups with a high degree of consistency and objectivity. 

Of utmost importance is that these findings show that the improvement in auditability of the 

experimental procedure did not lead to any compromises in the reliability of the evaluation process. Fairness 

of outcomes was similar for both groups; however, there was a considerable range in the odds ratios  

obtained in the analysis, suggesting that the sample size used did not afford sufficient precision, and that  

small-to-moderate discrepancies in the frequency of false-positive ratings cannot be excluded. Overall, this 

analysis suggests that the use of the experimental procedure did not create any observable instabilities in the 

reviewers’ decision-making. Detailed fairness and stability analysis results can be seen in Table 2. 

 

 

Table 2. Fairness and decision stability (flagged subset, n=56) 
Metric CG (n=29) EG (n=27) Test p Effect 

False positives 7 (24.1%) 4 (14.8%) Fisher 0.506 OR=1.83; 95% CI [0.47, 7.13] 

Reversal after audit 1 (3.45%) 1 (3.70%) Fisher 1.000 — 

Inter-rater agreement — — κ=0.846 — 95% CI [0.679, 1.000] 

 

 

Survey responses were obtained from 138 participants (CG=68, EG=70). Internal consistency was 

acceptable to excellent across constructs (Cronbach’s α range 0.776–0.901), supporting the reliability of the 

scale scores used in subsequent analyses. The group comparisons are summarized in Table 3, which reports 

descriptive statistics and independent-samples t-tests for procedural fairness, transparency, trust, acceptance, 

and privacy concern. 

As shown in Table 3, participants in EG reported significantly higher procedural fairness (t=−4.847, 

p<0.001), transparency (t=−3.111, p=0.002), trust (t=−4.963, p<0.001), and acceptance (t=−4.505, p<0.001) 

compared with CG. The magnitudes of the mean differences were practically meaningful: the EG means 

exceeded CG by 0.64–1.01 points on a 1–5 scale across these constructs, indicating a broad shift in perceived 

governance quality rather than an isolated improvement in a single dimension. In contrast, privacy concern 

did not differ significantly between conditions (t=1.391, p=0.167), suggesting that increasing evidence 

traceability and audit structure did not increase perceived privacy risk in this low-stakes setting. To examine 

the proposed governance pathway, relationships among the perception constructs were evaluated, and 

regression models were estimated linking fairness and transparency to trust, and trust to acceptance. 

Regression results are reported in Table 4, which presents standardized coefficients and model fit indices for 

both models. Regression models were estimated on the survey sample (N=138) and are reported with 

standardized coefficients. 
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Table 3. Reliability and group differences in education-relevant perceptions (Likert scale 1–5) 
Construct α CG (n=68) M±SD EG (n=70) M±SD t p 

Procedural fairness 0.852 2.82±0.97 3.66±1.07 −4.847 <0.001 
Transparency 0.836 2.80±1.20 3.44±1.21 −3.111 0.002 

Trust 0.885 2.67±1.20 3.68±1.20 −4.963 <0.001 

Acceptance 0.901 2.53±1.43 3.58±1.31 −4.505 <0.001 
Privacy concern 0.776 3.01±1.02 2.77±1.04 1.391 0.167 

 

 

Table 4. Regression models (standardized β) 
Model DV Predictor β p R² 

Trust Procedural fairness 0.413 <0.001 0.362 
 Transparency 0.357 <0.001  

 Privacy concern 0.062 0.381  

Acceptance Trust 0.562 <0.001 0.436 
 Procedural fairness 0.143 0.058  

 Transparency 0.035 0.637  

 

 

3.2.  Qualitative results 

Qualitative data consisted of structured reviewer rationale notes recorded during audits of all 

flagged sessions (n=56; CG=29, EG=27). Notes were coded using a pre-specified scheme aligned with the 

governance rubric and evidence package structure, covering: timeline coherence, log alignment, explicit 

evidence traceability, timestamp anchoring, integrity-marker references (hash/ledger), and explicit linkage 

between evidence and final decision. Coding outcomes are summarized in Table 5 and provide additional 

qualitative insight into how reviewers justified audit decisions, referenced evidence artifacts, and documented 

procedural reasoning across the two governance conditions. 
 

 

Table 5. Coded reviewer rationale features by group (flagged subset, n=56) 
Feature in reviewer notes CG (n=29) EG (n=27) 

Timeline coherence referenced 26 26 

Log alignment referenced 24 25 

Explicit evidence traceability 16 25 
Timestamp anchoring referenced 0 23 

Hash/ledger integrity referenced 0 21 

Explicit evidence-to-decision linkage 16 26 

 

 

Across both groups, reviewers consistently relied on reconstructing a chronological narrative of 

learner activity and cross-checking that narrative against system logs, indicating that timeline coherence and 

log alignment were foundational decision cues. However, notes from EG were more frequently expressed in 

explicitly evidentiary terms (e.g., referring to traceable artifacts or anchored timestamps), reflecting the 

availability of structured evidence packaging in the experimental workflow. This pattern is consistent with 

the higher auditability observed in EG and offers a plausible qualitative explanation for the efficiency gains. 

Rationales in CG, tended to describe probable misconduct at a general descriptive level  

(i.e., unusual behaviors; inconsistencies) whereas, in EG rationales more often provided explicit references to 

particular pieces of evidence and a more direct progression from evidence to interpretation to final 

determination. As is consistent with the documentation pattern used within the EG, there is a greater 

frequency of reference to the evidence cited, and the determination made based upon that evidence, in the 

EG; thus, suggesting that the workflow process used in the EG supported both a more rapid review process as 

well as more transparent justification processes for the reviewer’s decisions. The reviewer comments also 

indicated a different qualitative approach to addressing ambiguity. The ambiguity in cases reviewed in CG 

was more frequently resolved through an additional manual search of available resources, and/or a back-and-

forth process with respect to all available resources. Ambiguity in cases reviewed in the EG, was more 

frequently resolved through the use of integrity markers and the structured evidence package, which 

facilitated expedited confirmation of whether the necessary evidence artifacts existed, were consistent, and 

complete. These findings alone do not provide causality, however, when combined with the quantitative 

results, they support the conclusion that the primary mechanism for achieving governance enhancements 

through the EG was enhanced evidence organization and verifiability, rather than any change in the detection 

threshold. 
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4. DISCUSSION 

Unlike other studies that have primarily addressed the “detection accuracy” aspect of the remote 

proctoring debate, this study addresses a broader scientific question: whether a verifiable governance layer 

can bridge the transparency gap and restore institutional legitimacy. The findings confirm that legitimacy is 

created not by more surveillance, but through auditable processes and defensible decision-making.  

By strengthening the evidence pipeline between automated flagging and evaluation, the intervention 

successfully creates a defensible evidence base without altering the detection threshold. These results also 

resonate with the United Nations’ SDG, especially SDG 4 on quality education and SDG 16 on peace, 

justice, and strong institutions, through the promotion of ethical and transparent assessment practices. 

Through greater auditability and transparency, the suggested system will contribute to increasing institutional 

legitimacy and conducting unbiased assessments. 

RQ1 examined whether blockchain-supported assessment increases auditability and enables tamper-

evident verification compared with baseline logging. The results were affirmative and analytically important 

for assessment governance. First, improved auditability indicates that sessions in the EG more often met 

reviewability standards, meaning an external party could reconstruct the full evidence set without relying 

solely on platform trust. This is important because critiques of remote proctoring often highlight that 

legitimacy breaks down not at the moment of flagging, but during disputes, appeals, and escalations, when 

decisions must be clearly explained and defended. Second, the near-universal hash verification success rate in 

the EG demonstrates the practical value of a TEL: the integrity of evidence bundles can be verified after the 

fact using cryptographic methods, without storing sensitive content on-chain. Together, improved auditability 

and TEL functionality reduce reliance on the platform as the single source of truth by adding an independent, 

verifiable integrity layer to the audit process. 

RQ2 examined whether governance efficiency improves without increasing fairness risks.  

The strongest finding was improved efficiency. The substantial reduction in TTA shows that the evidence 

workflow reduced reviewer effort required for evidence retrieval, reconciliation, and resolving uncertainty.  

In governance terms, the intervention appears to reduce procedural workload during the audit phase. 

Importantly, this reduction reflects a consistent shift across cases rather than improvement in only a few 

extreme instances, suggesting that the workflow improved routine reviewer processes rather than simply 

accelerating easier reviews. Fairness outcomes within the flagged subset did not show statistically significant 

differences [27]. However, the wide CI indicates limited precision, meaning the correct interpretation is not 

that fairness is identical, but that no fairness degradation was detected at the current sample size, and  

small-to-moderate effects remain possible. This aligns with assessment governance research, where absence 

of evidence does not confirm absence of risk, especially when false positive rates are evaluated only within 

flagged cases [28]. From a risk-management perspective, stable flagging rates, strong reviewer agreement, 

and no increase in false positives suggest that improving evidence governance can enhance efficiency 

without destabilizing decision outcomes. This efficiency gain is important because institutions can conduct 

scalable audit oversight without proportionally increasing administrative workload. 

RQ3 examined whether procedural fairness and transparency predict trust, and whether trust predicts 

acceptance and intention to use. Results support a pathway in which fairness and transparency in the EG 

strengthen trust in the assessment process, which in turn increases acceptance. Regression findings show that 

fairness and transparency predict trust, and trust predicts acceptance, while fairness and transparency lose direct 

predictive power once trust is included, indicating that trust mediates acceptance. This is consistent with prior 

research showing that perceived legitimacy and procedural quality drive acceptance of educational technologies. 

The absence of significant differences in privacy concern suggests that governance improvements based on 

verifiable evidence and data minimization can increase legitimacy without increasing privacy risks [29]. 

Qualitative findings clarify the mechanism. EG reviewers more often referenced specific evidence 

artifacts, integrity markers, and explicit evidence-to-decision linkage, while CG rationales were more 

descriptive and required additional manual verification. This indicates that structured evidence packaging and 

TEL cues reduce cognitive effort, improve verification, and support clearer justification of decisions. 

Tamper-evident features therefore function not only as security controls but also as governance tools that 

improve traceability and consistency. 

The broader implication of these findings is that remote proctoring systems should be treated as 

governance systems rather than surveillance tools. These findings reinforce that legitimacy in online 

assessment depends on verifiable, auditable decision processes rather than increased monitoring. Providing  

a verifiable evidence chain reduces asymmetry between institution and student and addresses the “black box” 

problem in assessment governance. From a theoretical perspective, the study operationalizes governance as 

measurable system properties: auditability, traceability, and verifiability. Extending prior work on remote 

proctoring and student experience [6], [30], the findings demonstrate that improvements in procedural 

fairness and transparency can be achieved through evidence design rather than increased control.  

The regression results further clarify that trust mediates the relationship between governance quality and 
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acceptance. From a practical standpoint, the experimental workflow reduced TTA by 37% while maintaining 

stable fairness indicators and not increasing privacy concern. This indicates that structured evidence and 

integrity markers improve efficiency without introducing additional risks and without increasing 

administrative overhead. In line with prior research by Maphalala and Nkosi [31], the findings suggest that 

institutions can scale online assessment while improving legitimacy, without intensifying surveillance. 

The study contributes in three concrete ways. First, it operationalizes governance outcomes that are 

often discussed but rarely measured in a single design, including auditability, evidence completeness,  

tamper-evident verification, false positive risk, reversal stability, reviewer agreement, TTA, and governance 

perceptions. Second, it provides a controlled pilot template that isolates evidence governance from detection 

changes by holding the flagging logic and rubric constant. Third, it offers a design implication for practice: 

institutions can treat evidence packaging, integrity anchoring, and traceable decision documentation as  

a governance subsystem of remote proctoring, rather than treating remote proctoring purely as a surveillance 

subsystem. 

Several limitations should be explicitly acknowledged. First, the study was conducted in a low-

stakes assessment context, which may limit the generalizability of the findings to high-stakes environments 

where incentives for academic misconduct are stronger and audit cases may be more complex. Second,  

the sample consisted of students from IT and software engineering programs, who are likely to possess 

higher levels of digital literacy; this may have influenced both their interaction with the system and their 

perception of fairness and transparency. Third, reviewers were not blinded to experimental conditions due to 

interface differences, which introduces the possibility of procedural bias in audit behavior. Fourth, fairness 

outcomes were evaluated only within the flagged subset, and the relatively small number of cases resulted in 

wide CI, limiting the precision of these estimates. Finally, the study employed a pilot-scale sample, which 

constrains the statistical power for detecting smaller effects, particularly in fairness-related measures. 

Future research should address these limitations by replicating the study in high-stakes assessment 

settings and across more diverse student populations, including disciplines with lower levels of technical 

proficiency. Larger-scale studies are needed to improve the precision of fairness estimates and to examine 

potential effects on false positives and appeal outcomes. Longitudinal designs would be particularly valuable 

for assessing whether verifiable evidence workflows reduce institutional dispute rates and sustain efficiency 

gains over time. In addition, future work should explore how governance-oriented system design can be 

integrated with existing proctoring infrastructures and how different configurations of evidence granularity 

and transparency affect user trust and institutional accountability. 

 

 

5. CONCLUSION  

Based on the findings of the current research, the implementation of a blockchain-based evidence 

management system in online tests significantly enhances assessment governance. From the results generated 

in response to the research questions, the study concludes that structured governance systems can address the 

lack of transparency in conventional monitoring approaches. In answering RQ1 and RQ2, the introduction of 

this solution led to improvements in session auditability by 12.5% (to 96.3%) and a reduction in the duration 

required for audits by 37%. These results indicate that a process-driven, evidence-governed, and 

cryptographically validated auditing system can enhance governance efficiency by reducing the cognitive 

load on auditors without necessitating additional monitoring measures. Regarding RQ3, the findings 

demonstrate a clear link between verifiability and institutional legitimacy. Participants in the EG reported 

better experiences with procedural justice and fairness. Thus, an accountable digital education solution is 

expected to reduce student distrust toward online testing. The significance of these results lies in the 

demonstration that transparency in proctoring is not a technical impossibility, but a policy choice. 

It is imperative to identify several limitations that should be taken into consideration, as they help to 

set the limits of this research’s applicability. First, the study was conducted in the context of low-stakes 

testing, in which motivations for academic fraud are less pronounced compared to high-stakes scenarios. 

Thus, the 37% reduction in audit time achieved through the experimental software might not sufficiently 

address more complex cases in other contexts. Second, the participants come from IT and software 

engineering backgrounds and thus have higher digital literacy, which allowed them to adopt the proposed 

solution more quickly, potentially limiting the generalizability to groups with lower technical proficiency. 

Future research should focus on replicating this paradigm in high-stakes settings and among diverse 

student populations to confirm its cross-disciplinary viability. Additionally, longitudinal studies are required 

to investigate the long-term impact of verifiable audit trails on institutional appeal rates and the sustainability 

of administrative workloads. Overall, this study offers an innovative, cryptographically defensible model for 

educational institutions seeking to evolve from passive proctoring systems to active, accountable assessment 

governance mechanisms. 
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