International Journal of Evaluation and Research in Education (IJERE)
Vol. 15, No. 1, February 2026, pp. 360~375
ISSN: 2252-8822, DOI: 10.11591/ijere.v15i1.36591 a 360

Blockchain integration into the university education process:
a systematic review of application, justification, and impact

Irma Aybar-Bellido!, Maritza Arones', José Antonio Arévalo-Tuesta?, Willy Adauto-Medina?,

Hernian Ochoa-Carbajal®

Faculty of Education and Humanities, Universidad Nacional San Luis Gonzaga, Ica, Peru
“Faculty of Economic Sciences, Universidad Nacional Federico Villarreal, Lima, Peru
3Faculty of Engineering and Management, Universidad Nacional Tecnolégica de Lima Sur, Lima, Peru

Article Info

ABSTRACT

Article history:

Received Aug 14, 2025
Revised Dec 18, 2025
Accepted Jan 9, 2026

Keywords:

Areas of application
Blockchain
Educational process
Systematic review
University students

As universities seek to integrate disruptive technologies to optimize their
academic and administrative processes, a gap persists in the adoption of
Blockchain as a strategic tool. Many higher education institutions still lack
its implementation, limiting its potential to improve traceability,
transparency, security, and the automation of different processes. Given this
scenario, this study aims to identify the areas of application, the
justifications for its use, and the impact of Blockchain when integrated into
the university educational process. To this end, a systematic literature review
was conducted with a mixed approach and an exploratory-descriptive scope,
following the preferred reporting items for systematic reviews and meta-
analyses (PRISMA) guideline, in the Scopus, ERIC, and SAGE databases.
Of 3,469 manuscripts identified, 42 met the inclusion and exclusion criteria.
The results show a predominance of applications focused on the validation
and monitoring of academic achievements, with limited integration into
pedagogical approaches such as active methodologies, adaptive learning,
or competency-based learning. Based on a comparative analysis of trends,
application areas, and thematic gaps, it is concluded that the expansion of
Blockchain into educational models requires progressive implementation
strategies, curricular integration, and teacher training, thereby generating
more personalized, efficient, and transparent learning environments.
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1. INTRODUCTION

Current higher education must respond to technological transformation and evolution linked to
industry and education 4.0 [1]. Education 4.0 involves providing tools that facilitate innovation in teaching-
learning processes [2]. Furthermore, it seeks to redefine how integrated knowledge is evaluated through
continuous review and feedback for sustainable learning improvement [3]. This technological evolution
encourages digital transformation in the educational field, highlighting the need for universities to adapt to
new global demands [4]. Digital transformation introduces new products, processes, services, and resource
distribution channels into learning environments, which is reflected in the modification of platforms,
instructional content, evaluation, and credential management [5].

Universities must therefore evolve in their structures, processes and professional profiles, to align
with digital transformation [6]. However, digital transformation is a complex process, and ongoing process.
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It involves more than simply incorporating technologies into management or classrooms and requires
strategic planning to ensure meaningful educational [7]. It requires designing sustainable educational models
supported by innovation [8]. Therefore, it is not enough to invest in technology; its integration must align
with pedagogical objectives and teaching practices [9]. Emerging technologies must support new learning
models and help overcome barriers that prevent educational renewal [10]. In this context, Blockchain stands
out for its potential to address these challenges and support new educational scenarios [11]-[13].

Recent advances in artificial intelligence have boosted the personalization of learning processes
[14]. However, educational quality cannot improve if classrooms remain overcrowded, where students are
expected to learn at the same pace [15]. To address this, flexible methodologies such as gamification and
interactive peer feedback, combined with Blockchain, are required to ensure secure and transparent
validation of knowledge [16]. Therefore, implementing Blockchain in universities can boost active
methodologies and curricular flexibility, while maintaining traceability in academic pathways [17], [18].
Blockchain enables the replicated recording of events, ensuring security, privacy, and transparency [19], [20].
It is defined as a chain of blocks containing information shared between decentralized nodes [21], [22];
collectively validated by network participants [23], [24]. Therefore, it is called a decentralized network [25];
unlike other data networks, which are centralized and more vulnerable [26], with Blockchain, stored
information can never be lost, modified, or deleted [27]. Therefore, the development of Blockchain-based
applications for course management and grade recording are tools that contribute to improving information
handling and data transparency [28]—[30].

While Blockchain has proven to be very effective in validating business transactions, it is also
important to validate it in the educational field [31], more specifically in the university setting, where degrees
are issued that qualify for the practice of professions and serve as the basis for granting professional
registration [32]. Several academic institutions have begun issuing their degrees, diplomas, and certificates
using this technology [33]. In this sense, the application of Blockchain is necessary because many
universities have vulnerabilities in current systems, such as the enrollment system, so this technology
guarantees the storage of information in the cloud [34]. Another key application of Blockchain in education
is the digitalization and decentralization of educational certifications [35], [36]. However, as with most
innovations and technologies that become trends, its use in education is just in its infancy; we will likely see
new and continuous implementations very frequently [37].

The adoption of disruptive technologies, such as Blockchain, in higher education is better
understood through theoretical frameworks such as the technology acceptance model (TAM), the unified
theory of acceptance and use of technology (UTAUT), and Rogers’ diffusion of innovation theory, which
show how users perceive, incorporate, and integrate innovations into educational ecosystems [38]. The TAM
establishes a solid foundation for analyzing how perceived usefulness and ease of use shape educators’ and
students’ intentions to adopt Blockchain in teaching, learning, and credential management processes [39].
Recent studies highlight that institutional readiness, trust, and organizational alignment decisively influence
the relationship between technological acceptance factors and effective adoption in Blockchain-based
systems [40]. The combination of the diffusion of innovations theory with the TAM offers a comprehensive
approach to explain how trial likelihood, relative advantage, and compatibility impact the perceived
usefulness and ease of use of Blockchain technologies in smart learning environments [41]. According to
Rogers’ diffusion of innovation theory, Blockchain adoption depends on key attributes such as compatibility
and observability that determine how institutions perceive and implement technological innovations [42].

Furthermore, the spread of Blockchain technologies in various sectors shows that their adoption
goes through different stages of the innovation-decision process (knowledge, persuasion, decision,
implementation and confirmation), which highlights how social and organizational factors influence the
speed and depth of its integration [43]. As a general-purpose technology, Blockchain diffusion involves a
dynamic process of invention and recombination, in which its fusion with other digital tools and institutional
structures drives transformative changes in economic, financial, and educational ecosystems [44]. Ultimately,
the diffusion of Blockchain technologies is not limited to technical maturity, but also depends on the
institutional capacity to adapt processes, policies, and governance models that sustain innovation over time,
ensuring the creation of lasting value in educational ecosystems [45]. These theoretical perspectives
collectively establish the conceptual foundation of this systematic review, guiding the identification and
analysis of Blockchain applications, challenges, and impacts in higher education.

In line with the challenges and opportunities posed by the digital transformation in higher education,
this study aims to identify the main areas of application of Blockchain technology, the problems or
challenges that justify its implementation, and the reported impacts on the university education process.
Accordingly, the present study employs a systematic literature review following the preferred reporting items
for systematic reviews and meta-analyses (PRISMA) methodology, adopting a mixed approach and an
exploratory-descriptive scope. The research focuses exclusively on studies on higher education published
between 2020 and 2025 and is based on the analysis of 42 scientific articles selected after a rigorous
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screening and quality assessment process. The findings will provide relevant evidence to guide future
practices and research in the field of university education. Table 1 presents the research questions, the focus
of the study, and the objectives that guide the development of this work.

Table 1. Research questions

Research questions (RQ) Focus of scientific study Objective

RQ1: what are the main areas of university education =~ Areas of application of Map and classify Blockchain applications
where Blockchain applications are implemented? Blockchain technology across different university functions.

RQ2: what are the systematic and technological Problems addressed  Identify the institutional and technological
challenges in higher education that Blockchain through Blockchain  challenges that justify the Blockchain
implementation addresses? technology adoption.

RQ3: what are the measurable outcomes and benefits =~ Results of the impact of Evaluate the measurable outcomes and
of integrating Blockchain into higher education? Blockchain technology educational benefits of Blockchain integration.

2. METHOD

2.1. Focus and scope of the research

This study conducts a systematic review aimed at analyzing the contribution of Blockchain in higher
education, focusing on the areas of application, reasons for its use, and its reported impact on the educational
system. A mixed methods approach was adopted, combining qualitative content analysis to categorize areas
of application, purposes, and outcomes, with quantitative analysis to determine the prevalence of each
category across studies. This process allows for the identification of potential uses of Blockchain in higher
education. Notably, the mixed approach integrates qualitative and quantitative analysis with critical theory
[46], offering a more comprehensive understanding of the research topics rather than relying solely on one
approach [47]. Additionally, the mixed method responds to researchers’ need to address the complexity of
educational phenomena from a holistic and integrative perspective [48]. The scope of this study is
exploratory-descriptive. It is exploratory because it initially seeks to define the state of the art regarding the
different uses and explanations of Blockchain in the university education process, thus contributing to closing
the existing gaps in this field of knowledge. It is descriptive because it aims to characterize the applications
of Blockchain in higher education, emphasizing the different uses in the educational field, the justifications
supporting its adoption, and the results demonstrating its impact on the teaching-learning process. This aligns
with descriptive research, which examines a defined variable-in this case, the “contribution of Blockchain in
the university education system”-within a specific context [49]. Furthermore, descriptive studies seek to
expose the characteristics of said variable in a specific context or field of application [50], represented by
peer-reviewed research published between 2020 and 2025.

2.2. Search strategy and selection criteria

A fundamental aspect in the manuscript extraction process was to first define the databases from
which publications relevant to the application of Blockchain in the university education process would be
identified. Therefore, Scopus, ERIC, and SAGE, were selected because they are recognized repositories of
high-impact academic literatures and apply rigorous indexing criteria, ensuring the quality and relevance of
studies included indexed manuscripts. Once the databases were defined, the search equations were
constructed based on keywords aligned with the study’s title and research objectives. It was essential to know
the specific search syntax of each database, since from this the equations could be structured through the use
of Boolean operators. The resulting search equations are summarized in Table 2.

Table 2. Search equation
Database Search equation
Scopus  ( ( TITLE-ABS-KEY ( Blockchain ) OR TITLE-ABS-KEY ( technologies AND Blockchain ) ) ) AND
( (TITLE-ABS-KEY ( higher AND education ) OR TITLE-ABS-KEY ( university ) ) )
ERIC (((Blockchain technologies) OR (Blockchain)) AND (University OR Higher education))
SAGE

Additionally, in order to delimit the selection of scientific manuscripts in a more precise and
rigorous manner, a set of “inclusion and exclusion criteria” was defined as a very relevant aspect in this type
of study [51]. These criteria are aligned with the objectives of the systematic review and the focus on the
contribution of Blockchain in the university academic environment. The inclusion criteria focused on
ensuring that the selected studies were directly relevant to the educational context and to the areas of
application, justification of their use, and the impact of Blockchain in higher education. Meanwhile,
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the exclusion criteria allowed us to discard research focused on educational levels other than higher
education, or that do not represent original contributions in the field. Table 3 shows the inclusion and
exclusion criteria, guaranteeing the relevance and thematic coherence in the search and selection of relevant
information for the purpose of the study.

Table 3. Inclusion and exclusion criteria

Inclusion criteria Exclusion criteria
Publications that demonstrate results on the application  Publications on the application of Blockchain developed in
of Blockchain in the higher education. areas other than the higher education process.
Publications must only be scientific articles. Publications such as theses, books, or conference papers are
not considered for the study.
Scientific articles published between 2020 and 2025. Scientific articles, published before 2020.
Scientific publications whose review has been carried Scientific publications whose review has not been through
out through peer evaluation. peer review.
Open access scientific articles. Scientific articles with restricted access to their full content.

2.3. Data selection and extraction process

Following the PRISMA methodology [52], the data selection and extraction process was developed
to guarantee the rigor of this systematic review that seeks to identify gaps regarding the contribution of
Blockchain in the university educational process. Therefore, it was considered to follow four phases, each
one with its respective purposes of including only those manuscripts that allow answering the three research
questions. In the identification phase, 3,469 manuscripts were initially collected from the Scopus (n=1,626),
ERIC (n=105), and SAGE (n=1,738) databases. The preliminary filtering consisted of eliminating duplicates
and discarding publications prior to 2020, in accordance with the inclusion criterion that establishes to
consider only scientific articles published between 2020 and 2025. After this process, the total number of
manuscripts was reduced to 2,693. In the screening phase, titles and abstracts were reviewed, excluding 1,699
manuscripts that were not directly related to the object of study, that is, those that did not address the
application of Blockchain in the university education process. This exclusion was based on the criterion that
excludes research in areas outside the university setting. As a result, 944 studies were retained for detailed
evaluation. Figure 1 shows the data selection and extraction process.

Scopus ERIC SAGE
(n=1,626) (n=103) (n=1,738)
T —
l',:a h 4 h 4
E Total manuscripts after excluding duplicates and articles
published before 2020 =2.693
Cause of exclusion
- Manuscripts whose title and
¥"| abstract are not linked to the
research study = 1699
=
'g Manuscripts in projection to be chosen = 994
B I
o
3 -
Cause of exclusion
o Manuscripts excluded
¥ according fo “inclusion and
exclusion criteria™ = 949
L T——
& Manuscripts after applying the "inclusion and exclusion
= criteria” criteria = 45
=
[=T1]
= Cause of exclusion
Manuscripts that did not
achieve a minimum score
P based on the quality criteria
defined for this study =3
T h4 T —
g - -
= Manuscripts included for the analysis and synthesis
i process = 42

Figure 1. Data selection and extraction process

Blockchain integration into the university education process. a systematic review of ... (Irma Aybar-Bellido)



364 a ISSN: 2252-8822

In the eligibility phase, the other previously defined inclusion and exclusion criteria were rigorously
applied, such as including only open access scientific articles that had undergone peer review. A total of 949
manuscripts were eliminated, leaving a total of 45 potentially eligible manuscripts. Finally, in the inclusion
phase, the 45 manuscripts underwent a methodological quality assessment using the Critical Appraisal Skills
Programme (CASP) scale, widely recognized for the critical appraisal of scientific studies. This analysis
allowed us to assess the validity, relevance, and rigor of each study. As a result, three articles that did not
meet the established minimum score were excluded, leaving 42 manuscripts that met the methodological and
thematic criteria. These constitute the definitive corpus for the analysis and final synthesis, serving as the
basis for answering the three research questions about the areas of application, the justification for its use,
and the impact of Blockchain on the university education process. With this corpus established and
methodological rigor assured, the following section presents the main results derived from the systematic
analysis, highlighting publication trends, mapping Blockchain applications, identifying implementation
challenges, evaluating contributions, and addressing ethical considerations.

3. RESULTS

Regarding the scientific production identified in the 42 studies included in the systematic review
process, an increasing trend was observed from the beginning of the analyzed period in 2020, with just
2 publications, until reaching its peak in 2023 with 15 publications; which shows a progressive interest of the
academic community in exploring the application of Blockchain technology in higher education system.
However, in more recent years (2024 and so far in 2025) a decrease is observed, with 5 and 4 publications
respectively, which raises the need to promote new research that addresses the integration of Blockchain in
different areas of university mission functions, such as teaching, research and social projection. On the other
hand, from a contextual perspective, during the pandemic years (2020-2021), characterized by the accelerated
adoption of digital technologies, 8 studies were identified, marking an initial surge in interest in this topic.
In contrast, in the post-pandemic period (2022-2025), 35 publications were identified, reflecting a more
consolidated trend among universities to migrate toward technologies that contribute to integrating and
optimizing educational processes through innovative and secure solutions, among which Blockchain is
positioned as a key tool. Figure 2 shows the annual distribution of reviewed publications.
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Figure 2. Annual distribution of peer-reviewed publications on Blockchain’s contribution to higher education

3.1. What are the main areas of university education where Blockchain applications are implemented?

The literature review identified three main categories: “management and verification of academic
credentials”, “administration of academic records and data”, and “certification of competencies and learning
achievements”. Regarding the “management and verification of academic credentials” category, it is
observed that most research has focused its efforts on ensuring the authenticity, traceability, and fraud
resistance of degrees, diplomas, microcredentials, and certificates issued by university institutions. This use
of Blockchain strengthens institutional trust and promotes national and international academic mobility,
ensuring that a student’s academic record is verifiable in any context and at any stage of the teaching-
learning process. Another identified category is “management of academic records and data”, which
represents a key pillar for the secure and decentralized management of university information. This area

stands out for its contribution to interoperability between institutions, the protection of sensitive data, and the
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improved accessibility of academic records for students and faculty. The availability of accurate, real-time
information supports academic planning, personalized tutoring, and educational continuity, adding value to
the entire educational process. Finally, there is the “certification of competencies and learning achievements”
category, which directly links Blockchain to university assessment and accreditation processes. This
application allows for the certification of skills acquired in formal and informal contexts, as well as the
implementation of digital portfolios that support students in their transition to the professional field. This
approach enhances individualized learning monitoring and encourages continuous pedagogical feedback.
While all three categories demonstrate a positive impact, a gap is identified in the integration of Blockchain
into active pedagogical strategies, adaptive learning, and certified collaborative ecosystems. This represents
a potential area for expansion for its use beyond administrative management, bringing it more directly into
the core of the university teaching-learning process. Table 4 shows the categorization of the studies reviewed
in the existing literature during the years 2020 to 2025.

Table 4. Categorization of the areas of application of Blockchain technology in the higher education

Categories Description References
Management and verification It includes the issuance, storage, and secure verification of degrees, diplomas,  [53]-[68]
of academic credentials certificates, and micro-credentials, ensuring authenticity, traceability, and reducing

academic fraud in the university context.
Administration of academic It includes secure management, storage, traceability, and decentralized access to  [69]-[82]
records and data academic records and student data, facilitating institutional interoperability and

trust between universities, students, and employers.
Certification of competencies It refers to the validation and authenticity of competencies, skills, and learning  [83]-[94]
and learning achievements outcomes acquired by students, including their use in institutional accreditation and

educational incentive systems.

From a quantitative perspective, the results show that “management and verification of academic
credentials” accounts for the largest percentage of reviewed studies (38.10%), confirming a sustained interest
from the scientific community in strengthening university document validation mechanisms. This
predominance indicates the existence of a more consolidated conceptual and technical framework, which
facilitates the continuity and deepening of online research, including the development of global standards and
their integration with existing educational platforms. The “management of academic records and data”
category represents 33.33% of the reviewed research, reflecting an equally relevant field that, however,
is less mature in terms of large-scale interoperability and the application of educational analytics based on
data managed through Blockchain. On the other hand, the “certification of competencies and learning
achievements” category, with 28.57% presence, although it is the least addressed category, shows significant
potential to expand its impact on university education, particularly in areas such as project-based learning,
validation of non-formal learning, and automatic recognition of micro-credentials in work environments.
These figures identify a clear orientation toward administrative and institutional management applications,
while implementations directly linked to learning and teaching remain a research gap. Figure 3 shows the
percentage distribution of scientific articles reviewed based on the categories addressed in the studies, by area
of application in the educational process of higher education.

Lack of transparency and risk of

academic fraud
26.19%

Administrative inefficiency

and lack of interoperability
47.62%

Limitations of centralized

systems and security issues
26.19%

Figure 3. Percentage distribution of scientific articles by area of application in the educational process of
higher education
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3.2. What are the systematic and technological challenges in higher education that Blockchain
implementation addresses?

Regarding the problems that justify the use or application of Blockchain in the university education
process, three main categories were identified from the reviewed studies. The first corresponds to “lack of
transparency and risk of academic fraud”, which indicates that traditional systems present vulnerabilities that
facilitate the falsification or alteration of degrees, certificates, and academic records. The lack of traceability
and reliable verification mechanisms results in a loss of trust between institutions and students. The second
category encompasses the limitations of centralized systems and security issues, demonstrating that
conventional university platforms are susceptible to cyberattacks, data loss, and unauthorized access,
in addition to lacking resilience to failures. Finally, the third category refers to administrative inefficiency
and lack of interoperability, a problem that translates into slow, costly, and intermediary-dependent
procedures, as well as poor integration between universities, platforms, and employers. This demonstrates
that the adoption of Blockchain technology in universities responds to the need to strengthen trust, security,
and efficiency in academic management, as well as to promote greater institutional interoperability to
optimize processes related to training, accreditation, and academic recognition. Table 5 categorizes the
problems that justify the use of Blockchain in the university education process.

Table 5. Categorization of the problems that justify the use of Blockchain in the higher education

Categories Description References
Lack of transparency and Traditional systems have vulnerabilities that facilitate the falsification or  [53]-[58], [62]-[66]
risk of academic fraud alteration of degrees, certificates, and academic records. The lack of

traceability and reliable verification mechanisms leads to a loss of trust
among institutions, students, and employers.
Limitations of centralized Centralized platforms at universities are susceptible to cyberattacks, data  [59]-[61], [67]-[74]
systems and security issues  loss, and unauthorized access, and lack resilience to failures.
Administrative inefficiency Academic records management often involves slow, costly, and [751-194]
and lack of interoperability ~ intermediary-dependent procedures, with little interoperability between
universities, platforms, and employers.

From a quantitative perspective, the results show that, among the reviewed studies, the most
common problem justifying the application of Blockchain technology in the university education process is
administrative inefficiency and lack of interoperability, present in 48% of the studies analyzed. This finding
demonstrates that almost half of the studies identify the optimization of institutional processes, the reduction
of intermediaries, and improved information exchange between platforms and university actors as priority
needs. Secondly, two problems with the same incidence are identified: “lack of transparency and risk of
academic fraud” and “limitations of centralized systems and security issues”, each with 26% representation
in the reviewed literature. This indicates that more than a quarter of the studies prioritize the need to
guarantee the authenticity and traceability of credentials, as well as resilience and security against
unauthorized access or data loss. Taken together, these quantitative results reflect a focus on three critical
areas whose resolution could significantly impact the integrity, efficiency, and reliability of university
education processes through the adoption of Blockchain. Figure 4 shows the percentage distribution by
identified problem justifying the use of Blockchain in the university education process.

Administrative

inefficiency and lack of La.ck of transparfency and
. o risk of academic fraud
interoperability

48% 26%

Limitations of centralized

systems and security issues
26%

Figure 4. Percentage distribution by identified problem that justifies the use of Blockchain in the higher
education
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3.3. What are the measurable outcomes and benefits of integrating Blockchain into higher education?

Regarding the results of applying Blockchain technology to the university education process, four
categories were identified from the reviewed studies that summarize the observed benefits: “transfer and trust
in academic management”, “administrative efficiency and process optimization”, “academic mobility and
international recognition”, and “pedagogical innovation and learning personalization”. This demonstrates that
the implementation of Blockchain not only reinforces institutional integrity and reliability but also opens up
new possibilities for optimizing the teaching-learning process. The “transparency and trust in academic
management” category is associated with the creation of safer and more reliable educational environments,
which strengthens the legitimacy of academic achievements and generates a climate of credibility that
positively impacts student motivation. “Administrative efficiency and process optimization” contributes to
reducing time and costs in academic management, allowing teachers and students more resources and time
for training and research activities. “Academic mobility and international recognition” facilitates the
traceability and portability of competencies, eliminating bureaucratic barriers and expanding opportunities
for academic exchange and collaboration globally. Finally, “pedagogical innovation and learning
personalization” favors the development of more flexible learning experiences tailored to student needs,
incorporating incentives and personalized pathways that strengthen active participation and independent
learning. Table 6 shows the categorization of the results obtained from the application of Blockchain
technology in the higher education.

Table 6. Categorization of the results obtained by applying Blockchain technology in the higher education

Categories

Description

References

Transparency and trust in
academic management

Administrative efficiency
and process optimization

Academic mobility and
international recognition

Pedagogical innovation
and personalization of
learning

The use of Blockchain strengthens institutional credibility, improves
academic integrity, and ensures the authenticity of credentials and records,
increasing the confidence of students, employers, and authorities in the
university education process.

Blockchain streamlines and automates tasks such as degree verification,
credit transfers, and document management, reducing costs, wait times, and
human error, contributing to more efficient university administration.
Blockchain enables the portability and traceability of certifications and
competencies, facilitating international academic and professional
recognition, as well as access to global study and employment opportunities.
Blockchain fosters more flexible educational models, with micro-credentials,
digital reward systems, and voice tailored to student needs, integrating
technology into the teaching-learning process.

[53], [54], [571, [68], [72],
(73], [75], [78], [80], [82],
[841, [871-[89], [92]

[55], [56], [38]-{60], [65],
[66], [74], [77], [79], [83],
[90], [93]

[61], [67], [69]-{71], [76],
[811, [85], [86], [91], [94]

[62]-[64]

Based on the results obtained, the percentage distribution reflects that the most prevalent category is
“transparency and trust in academic management” (35.71%), which shows that the adoption of Blockchain is
being used primarily to strengthen institutional integrity and the authenticity of academic records. This trend
directly impacts the teaching-learning process by generating an environment of greater credibility and
security, facilitating the traceability of student achievements, and reducing the risk of academic fraud.
The second category, “administrative efficiency and process optimization” (30.95%), indicates that the
technology is helping to streamline degree verifications, improve credit transparency, and improve document
management. From a pedagogical perspective, this improvement in administrative infrastructure frees up
resources and time that can be used to strengthen teacher-student interaction and the design of dynamic
educational experiences. Third, “academic mobility and international recognition” (26.19%) reflects
a significant contribution to the portability and global validation of certifications, which expands
opportunities for training and collaboration between universities in different countries. This not only
increases students’ exposure to intercultural learning contexts but also helps close the gap in access to
international academic programs. Finally, the “pedagogical innovation and learning personalization” category
(7.14%), although less present in the reviewed studies, constitutes an area with high potential to address. Its
low proportion suggests a gap in the exploration of Blockchain as a tool to develop adaptive educational
models, with micro-credentials, reward systems, and personalized learning paths. This shows that, while the
potential of this technology to transform pedagogical design is recognized, its effective integration into the
curriculum and teaching practice still needs to be further explored. Figure 5 shows the percentage distribution
of the results of the use of Blockchain in the university academic environment. Taken together, these results
reveal a consistent pattern: although Blockchain adoption has advanced in administrative and management
areas, its pedagogical dimensions remain underdeveloped. This analytical imbalance forms the basis of the
following discussion, which interprets the findings in light of the theoretical and practical frameworks for
Blockchain integration in higher education.
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Administrative efficiency

and process optimization
30.95%

Figure 5. Percentage distribution of the results of the use of Blockchain in the university academic
environment

4. DISCUSSION
4.1. Mapping Blockchain applications in higher education

The results show that Blockchain technology in universities is mainly focused on the management
and verification of academic credentials, the administration of student records, and the certification of
competencies and learning achievements. Ocheja er al. [95] point out that these applications improve
institutional trust and ensure the integrity of records; however, their direct pedagogical impact remains
limited, particularly in practical classroom applications. Plasencia et al. [96] argue that, although Blockchain
has been interested in educational management, new lines of research are needed to incorporate it into
teaching activities, fostering pedagogical innovation, and active learning environments, such as Blockchain-
based student portfolios. For example, smart contracts within Blockchain platforms can automate the
validation of competencies in real-time during active learning sessions, enabling adaptive feedback loops that
support competency-based education. Desplebin et al. [97] reveal that integrating Blockchain into higher
education fosters a paradigm shift in teaching practices, promoting active, competency-based, and
innovation-oriented learning models that challenge traditional instructional routines. Li and Zhang [98]
highlight that individualized learning paths enabled by Blockchain accreditation can promote fair
assessments and adaptive instruction, empowering students in their journey. However, technical applications
often overshadow pedagogical ones. Similarly, Zeng ef al. [99] suggest that Blockchain fosters a trustworthy
and collaborative ecosystem for knowledge sharing, reconfiguring the dynamics of educational
communication and collective learning within academic institutions. Practical applications such as
Blockchain-integrated curricula further illustrate how decentralized applications (dApps) can facilitate
collaborative projects in active learning, debating the balance between administrative efficiency and
innovative teaching tools. Overall, the evidence shows that Blockchain is consolidating its role within
university structures, although its potential to transform teaching practices remains only partially explored.
This gap leads to the next dimension of analysis: how to understand the systematic challenges driving its
adoption.

4.2. Identifying the challenges driving Blockchain adoption in higher education

Across contexts, the literature reveals contrasting realizations. In technologically advanced regions,
Blockchain is integrated with artificial intelligence and learning analytics, while in developing countries,
barriers such as cost and institutional readiness limit progress. Technical applications dominate over
pedagogical innovations, underscoring the need to align Blockchain with teaching and learning objectives
rather than just administrative management. Regarding the challenges justifying Blockchain adoption, the
literature identifies transparency gaps, where academic documents undermine institutional credibility.
Rustemi et al. [100] indicate that the limitations of traditional systems in verifying academic documents
weaken organizational credibility, particularly in developing contexts prone to fraud. Previous study [101]
emphasizes the pedagogical implications of eliminating fraudulent degrees, preserving the legitimacy of
learning achievements. Raimundo and Rosario [102] point out that Blockchain’s secure information
transparency facilitates equitable access to validated educational resources, which can be integrated into
instructional design to foster inclusive learning environments. Zheng et al. [103] observe that dApps designs
that rely solely on smart contract interfaces create usability barriers for non-programmers, while web-and-
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contract architectures with intuitive graphical user interfaces (GUIs) significantly improve accessibility for
end-users. Aufiero er al. [104] emphasize that strengthening the security and resilience of dApps—
particularly around critical “bridging” functions—helps sustain end-user trust and, in turn, supports the wider
adoption of Blockchain applications. Arndt and Guercio [105] indicate that Blockchain-based transcript
systems empower students by giving them control over their records, facilitating inter-institutional mobility,
and reducing administrative friction in higher education. Savelyeva and Park [106] argue that a human-
centered approach to educational Blockchain should empower educators and learners—including vulnerable
communities—through trusted peer-to-peer collaboration, shared resources, and strong protections for
privacy and individual rights. Qualitative perspectives from higher education institutions further highlight
how these challenges vary by stakeholder group, with administrators often citing integration barriers while
faculty emphasize pedagogical alignment. These challenges reveal that blockchain adoption depends not only
on technological maturity but also on institutional readiness and ethical alignment, which shape its eventual
educational contributions.

4.3. Evaluating the contributions and outcomes of Blockchain integration in higher education
Regarding contributions, Blockchain has improved transparency, efficiency, mobility, and, to
a lesser extent, pedagogical innovation. Delgado-Von-Eitzen et al. [107] acknowledges that Blockchain
improves the reliability of academic data, supporting secure learning ecosystems. However, unresolved
technological and academic challenges limit its pedagogical reach. Al-Imamy and Zygiaris [108] argues that
Blockchain can transform education through personalized and competency-based learning paths, promoting
active participation and continuous feedback. Ali ef al. [109] emphasize that students perceive Blockchain as
a way to gain autonomy over their learning records, while educators and administrative staff value its
transparency and ability to strengthen institutional trust and effectiveness. In this sense, Dudek [110] points
out that almost 80% of university students surveyed believe that Blockchain technology can contribute to
making open educational resources more accessible, highlighting its potential to improve credential
verification and reduce barriers to inclusive learning. Alsobhi ef al. [111] demonstrate that Blockchain in
smart educational environments enables adaptive assessments and progress monitoring, optimizing feedback
and personalization of learning. Smart contract-driven e-portfolios exemplify this, allowing real-time
tracking of competencies in adaptive learning scenarios, thus bridging administrative tools with active
pedagogy. To bridge the gap between Blockchain’s potential and its pedagogical impact, universities and
policymakers should promote pilot projects, such as Blockchain-based micro-credential issuance, for
competency-based learning, alongside teacher training and digital credential ecosystems. Although
measurable benefits are evident in transparency and efficiency, ethical and legal considerations emerge as
crucial dimensions to ensure the responsible and sustainable adoption of Blockchain in higher education.

4.4. Ethical considerations

Beyond the technical and pedagogical aspects, ethical and legal dimensions are essential in
Blockchain-based academic systems. Kirchschlaeger [112] emphasizes that a human rights-based approach to
Blockchain must safeguard informational autonomy and privacy, ensuring compliance with data protection
principles compatible with the general data protection regulation (GDPR). Similarly, the European Expert
Group on Blockchain Ethics [113] states that Blockchain systems should not only cover GDPR, but also
enhance data protection and privacy regulations, emphasizing fairness and social responsibility. These
principles underpin responsible data governance, transparency, and user consent in decentralized educational
environments. In that sense, Dierksmeier and Seele [114] argue that ethical Blockchain governance requires
regulatory frameworks equal to or very close to corporate social responsibility standards, ensuring
transparent and participatory data use grounded in accountability. Recent research [115] has empirically
demonstrated that Blockchain technology strengthens ethical governance and social accountability practices,
which mediate its positive effect on social sustainability, highlighting the ethical imperative of transparency
and accountability in decentralized environments. In educational contexts, these ethical frameworks are
particularly relevant to protect student data, ensure informed consent, and encourage institutional
accountability in the use of Blockchain-based learning systems. Overall, the discussion highlights that the
educational, technological, and ethical dimensions of Blockchain technology are significantly interconnected,
revealing both its transformative potential and the practical challenges that must be addressed. This summary
serves as the basis for the concluding reflections.

5. CONCLUSION

The literature review reveals that Blockchain technology in higher education focuses on credential
management, academic records administration, and competency certification, strengthening institutional
trust, traceability, and record integrity. These advances address transparency deficits, academic fraud, and
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limitations of centralized interoperability systems, fostering safer and more inclusive educational
environments. However, while improvements in transparency, administrative efficiency, and academic
mobility are evident, the pedagogical impact remains limited, with incipient development in didactic
innovations and learning personalization. Therefore, Blockchain provides tangible benefits in academic
management and the validation of learning outcomes, but a gap persists in strengthening pedagogy and
teaching innovation. Future research should prioritize hybrid models that integrate Blockchain with adaptive
learning platforms, competency-based education, and real-time feedback ecosystems. Policymakers and
academic leaders should encourage interdisciplinary collaborations and pilot projects to demonstrate the
pedagogical value of Blockchain beyond administrative efficiency. Furthermore, integrating ethical
frameworks, such as the GDPR, is essential to ensure responsible adoption that protects student data and
promotes equity. Finally, while this study provides valuable insights into the educational and ethical
dimensions of Blockchain, its methodological scope presents specific limitations that should be
acknowledged and addressed in future research.

This study’s methodological design presents some limitations. The literature search was restricted to
three databases (Scopus, ERIC, and SAGE), ensuring high academic quality, but potentially excluding
emerging Blockchain innovations from conference papers or industry-driven initiatives. The inclusion
criteria, limited to peer-reviewed, open-access articles published between 2020 and 2025, excluded prior or
non-open-access research that could offer historical or methodological insights. Similarly, excluding thesis,
books, and conference proceedings limited the integration of exploratory or applied evidence, such as
innovative applications like Blockchain-based micro-credentialing in non-academic settings. The focus on
the university context also excluded studies from other educational levels. These methodological choices
ensure coherence but limit the scope, opening opportunities for broader future reviews.
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