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 The rising use of digital tools in education emphasizes the crucial need of 

teachers’ digital security, which relies on strong digital literacy. This study 

assesses teachers’ digital literacy on digital security literature to meet the 

urgent need for safe practices in schools due to increased security breaches. 

A total of 30 studies were reviewed using preferred reporting items for 

systematic reviews and meta-analyses (PRISMA) criteria to build 

frameworks and data analysis methodologies in this field. Five research 

areas were identified: teacher perspectives, security-related issues, educational 

impacts, pedagogical approaches, and instrument validation. The predominant 

framework used was the digital competence framework for citizens 

(DigComp), however hybrid frameworks that integrate other theoretical 

perspectives were highly commended for their comprehensive approach. The 

30% of the studies focused on security issues, including cyberbullying and 

data protection, while 70% incorporated security dimensions into digital 

literacy frameworks. Quantitative approaches comprising 60%, including  

t-tests, analysis of variance (ANOVA), and regression analysis. Structural 

equation modeling (SEM) was used in several studies to examine complex 

relationships. Although current research predominantly emphasizes 

quantitative methods, future investigations could enhance knowledge of 

teachers’ digital literacy and security by integrating SEM with artificial 

neural networks (ANN). This review emphasizes the necessity for hybrid 

frameworks and sophisticated approaches to enhance research. 

Keywords: 

Analytical methods 

Digital security 

Education 

Frameworks 

Teachers’ digital literacy 

This is an open access article under the CC BY-SA license. 

 

Corresponding Author: 

Nor Aslily Sarkam 

Faculty of Computer and Mathematical Sciences, Universiti Teknologi MARA Perak Branch 

35400 Tapah Road, Perak, Malaysia 

Email: noraslilysarkam@uitm.edu.my 

 

 

1. INTRODUCTION 

The digital literacy has become a key part of modern education and covers a wide range of skills to 

navigate the digital world [1], [2]. In education, digital literacy is not just about using digital tools but also 

about understanding, evaluating and integrating digital resources effectively and ethically [3], [4]. The 

challenges of digital literacy in education are not novel; however, they have gained prominence and pose a 

substantial obstacle, particularly due to the shift from traditional to digital learning, exacerbated by the 

effects of COVID-19. 

Existing studies highlighted digital divide [5], [6] and insufficient digital literacy [7]–[9] as a 

significant issue in 21st-century digital literacy education. The ramifications of inadequate digital literacy are 
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far-reaching, impacting both educational quality and engendering various safety and security issues. This 

arises from individuals’ incapacity to comprehend and safeguard themselves in digital contexts. This can lead 

to unintentional sharing sensitive data [10], [11], increasing risk of privacy breaches [10], [12], and 

cyberbullying [13], [14]. Addressing problems, particularly in security and safety, is crucial for attaining 

sustainable development goal 4 (SDG 4) concerning excellent education and lifelong learning; it will provide 

a comprehensive perspective on digital literacy. 

This paper presents a novel contribution by systematically reviewing studies that specifically 

address teachers’ digital literacy within the security context, a subdomain that has received limited scholarly 

attention despite its growing urgency. Unlike prior reviews that broadly assess digital literacy, this study 

narrows its focus to security-related dimensions such as cyberbullying prevention, data protection, and 

ethical digital behavior. It uniquely synthesizes findings based on the preferred reporting items for systematic 

reviews and meta-analyses (PRISMA) method, analyzes the use of theoretical frameworks, e.g., digital 

competence framework for citizens (DigComp), International Society for Technology in Education (ISTE), 

National Institute of Educational Technologies and Teacher Training (INTEF), and categorizes analytical 

methods and research objectives across 30 empirical studies. Moreover, it highlights the need for hybrid 

frameworks and the integration of advanced techniques such as structural equation modeling (SEM) and 

artificial neural networks (ANN) to assess complex relationships in digital literacy research. This 

multidimensional review not only fills a gap in existing literature but also provides actionable insights for 

researchers, policymakers, and educators aiming to strengthen digital security literacy among teachers. 

Security and safety are important components of the digital literacy [15], [16]. Consequently, it is 

imperative to ensure a secure digital environment within the educational setting, as all educational institutions 

depend on digital platforms for teaching and learning. Security in the digital literacy context involves 

protecting information from unauthorized access and cyber threats, while safety means being an ethical user 

in digital space [17]. These facets of security and safety emphasize the necessity for teachers to possess 

expertise in these domains to safeguard themselves and their students. The rising cases of cyber-attacks and 

data breaches in educational institutions highlights the urgency of this issue [18], [19]. Universities, colleges, 

and schools are primary targets for cybercriminals due to their substantial populations of information and 

communication technology (ICT) users and valuable data. Therefore, it is crucial to comprehend and mitigate 

these risks not only for personal and institutional data but also for a secure and conducive learning environment. 

Teachers play an important part in the promotion of digital literacy and are seen as key factor in the 

success of integrating and innovating technology in schools [20], [21]. Teachers need to equip themselves with 

digital literacy in order to guide students. Granda et al. [22] highlighted that teachers play a pivotal role in 

transforming the classroom into a digital environment, which involves learning new technologies and providing 

personalized instructions. Yet, the digital literacy of teachers themselves especially in security and safety is 

frequently neglected [23]. As the development of teachers’ digital literacy emerges as a global concern, studies 

have been conducted to analyze and assess the level of digital literacy among educators, particularly in the 

context of security. Consequently, it is advisable for educators to consistently enhance and prepare themselves 

with digital literacy and security to foster professional development and improve educational practices. 

Various methods of data analysis are employed to assess teachers’ digital literacy; however, there remains an 

opportunity for enhancement, particularly through the application of advanced data analysis techniques. 

This review paper examines the present condition of teachers’ digital literacy in security, 

highlighting the importance of improving digital literacy to foster a secure learning environment for pupils. 

Considering the growing utilization of digital tools in education, it is imperative to evaluate and enhance 

teachers’ digital literacy in security. This analysis seeks to provide thorough insights and actionable 

recommendations for enhancing teachers’ capacity to handle digital security successfully. The subsequent 

research questions serve as a framework for this review:  

i) What are the common research objectives in studies on teachers’ digital literacy within the security 

context? 

ii) What frameworks are commonly used in studies on teachers’ digital literacy within the security context? 

iii) What dimensions are used to evaluate teachers’ digital competence in the security context? 

iv) What research methods and data analysis techniques are commonly used in studies on teachers’ digital 

literacy within the security context? 

 

 

2. METHOD 

2.1. Database selection 

This review involved the collection of data from two prominent journal databases, Scopus and Web 

of Science (WoS), which are acknowledged as the foremost indexing systems for citations. WoS is a 

comprehensive database that includes more than 254 fields of study, spanning sciences, transdisciplinary social 

sciences, arts, and humanities. This database can be organized based on three distinct criteria: citations, papers, 
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and citations per publication. The collection boasts a wealth of historical records and citation information that 

spans more than a century. Scopus serves as an extensive database of scholarly works, providing both abstracts 

and citations. The dataset comprises 27,950 active peer-reviewed journals sourced from 7,000 publishers 

across the globe. The content encompasses a wide range of academic fields, including the sciences, social 

sciences, agriculture, and biological sciences. The integration of both databases significantly improves the 

journal coverage, guaranteeing that the papers examined in this study meet the highest standards of quality. 

 

2.2. Document searching 

This systematic review was carried out following the PRISMA, which is a recognized guideline for 

the execution of systematic reviews. Publication guidelines hold significant importance for authors, as they 

offer essential information for assessing and scrutinizing the quality and rigor of a review. PRISMA serves as 

a fundamental basis for systematic review documentation, providing advantages across diverse domains [24]. 

In addition, PRISMA provides a widely acknowledged and endorsed method that employs a checklist of 

criteria to improve the quality assurance of the revision process and guarantee its replicability [25], [26].  

A comprehensive analysis was carried out following the PRISMA criteria to assess the digital literacy levels 

of educators in the security subject. This investigation focused on the framework, methodologies, and the 

instructors’ level of literacy, particularly concerning security. The process comprised three distinct 

procedures, as depicted in Figure 1. 

 

2.2.1. Identification 

The first step of the systematic review process involves pinpointing terms that are pertinent to 

educators’ digital literacy concerning security. It is crucial to incorporate all pertinent terms for this subject to 

guarantee a thorough investigation. We utilize a variety of pertinent sources, such as terms from previous 

studies, dictionaries, database thesauri, Scopus, wildcards, truncations, and combined Boolean operators, to 

improve the identification of suitable studies. In June 2024, search queries were generated on the Scopus and 

WoS databases, as in Table 1. A total of 324 documents were obtained from the Scopus database, alongside 

279 items sourced from the WoS database. 
 

 

 
 

Figure 1. The PRISMA flow diagram of the study 
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Table 1. The search string 
Databases Keywords used 

Scopus TITLE-ABS-KEY ((“digital literacy*” OR “digital ability*” OR “digital competence*” OR “digital skill*”) AND 
(“security” OR “cybersecurity*” OR “cyber security*” OR “cybersafety*” OR “safety” OR “cyberbullying”) AND 

(“primary education” OR “secondary education” OR “early childhood” OR “higher education” OR “teacher*” OR 

“educator*” OR “lecturer*” OR “professor*” OR “instructor*” OR “coach*”)) 
TITLE-ABS-KEY ((“digital security”) AND (“primary education” OR “secondary education” OR “early childhood” OR 

“Higher education” OR “teacher*” OR “educator*” OR “lecturer*” OR “professor*” OR “instructor*” OR “coach*”)) 

WoS TS= ((“digital literacy*” OR “digital ability*” OR “digital competence*” OR “digital skill*”) AND (“security” OR 
“cybersecurity*” OR “cyber security*” OR “cybersafety*” OR “safety” OR “cyberbullying”) AND (“primary education” 

OR “secondary education” OR “early childhood” OR “higher education” OR “teacher*” OR “educator*” OR “lecturer*” 

OR “professor*” OR “instructor*” OR “coach*”))  
TS= ((“digital security”) AND (“primary education” OR “secondary education” OR “early childhood” OR “higher 

education” OR “teacher*” OR “educator*” OR “lecturer*” OR “professor*” OR “instructor*” OR “coach*”)) 

 

 

2.2.2. Screening 

The second element of our systematic review process, screening, consists of three essential stages: 

first is data merging, followed by duplicate removal, and lastly is data relevancy assessment. Initially, the 

bibliometric R [27] package was employed to merge the extracted data from the WoS and Scopus databases 

and to eliminate duplicate documents. Subsequently, we focused on assessing the relevancy of the remaining 

documents using predefined selection criteria that are crucial for ensuring the articles’ relevance to the 

study’s focus [28]. The selection criteria outlined in Table 2 involved evaluating articles based on empirical 

data, their relevance to digital literacy within the security context, publication dates ranging from 2019 to 

2024, and a restriction to the English language only. The advanced sorting functionalities of the databases 

greatly facilitated this process, significantly streamlining the screening phase and ensuring that only papers 

relevant to teachers’ digital literacy and security were included in the review. Following a comprehensive 

evaluation, a total of 167 publications fulfilled the specified criteria. 
 

 

Table 2. Inclusion and exclusion criteria 
Criterion Inclusion Exclusion 

Literature type Indexed journal (research articles) Non indexed journals, systematic review journals, 
chapter in book, conference proceeding 

Language English Non-English 

Time line Between 2019-2024 <2019 

 

 

2.2.3. Eligibility 

The assessment of eligibility represents the concluding phase in our systematic review technique. 

During this phase, we assessed the significance of each article to the study by examining their titles, 

abstracts, findings, and discussions. This thorough examination resulted in the removal of 137 publications 

that did not fulfil our criteria, as these articles either lacked empirical evidence or did not specifically focus 

on the aspect of teachers’ digital literacy in relation to security. As a result, 30 papers fulfilled all the criteria 

and were deemed appropriate for additional assessment. 

The final sample size of 30 articles in this systematic review is considered sufficient based on 

several reasons. First, based on the study maturity concept by Kraus et al. [29], research areas that are still 

developing or not widely explored, such as digital literacy in the context of security, usually have fewer 

related studies. As a result, the number of eligible articles tends to be lower. Second, Robinson and Lowe [30] 

mentioned that many systematic literature reviews (SLR) include fewer than 50 articles, and some even have 

fewer than 10, depending on the research focus and availability of studies. Third, other SLR on similar topics 

have also used a small number of articles. For example, previous research [31], [32] reviewed only 31 and  

14 articles, respectively. These examples show that selecting 30 articles is acceptable and still allows for a 

meaningful review and analysis. The selected papers are delineated in Figure 1, which depicts the eligibility 

assessment procedure and the final selection for comprehensive review. 

 

2.3. Data abstraction and analysis 

The examination of the remaining 30 articles is thorough, highlighting their correspondence with the 

research enquiries. The articles underwent a descriptive analysis that included a quantitative summarization 

and categorization. This quantitative analysis explored different facets of the literature, encompassing 

research methodology, instruments, data analysis techniques, and frameworks. The results of these 

methodologies are thoroughly detailed in Tables 3 and 4. 
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Table 3. The framework 
Authors DC INTEF ISTE OA NM DCE NLT TPB UTAUT PTMT TPACK TMI 

[33]        /     
[34]     /        

[35]     /        

[36] /            
[37]      /       

[38] /            

[39]    /         
[40]   / /         

[41]     /        

[42]     /        
[43]           /  

[44]     /        

[45]         /    
[46]  /           

[47]     /        

[48]       /      
[49]     /        

[50]     /        

[51]     /        
[52]     /        

[53] /           / 

[54] /            
[55]  /    /       

[56]     /        

[57]          /   
[58]     /        

[59]     /        

[60]     /        
[61]    /         

[62]     /        

Framework: DC=DigComp; OA=other authors; NM=not mentioned; DCE=DigCompEdu; NLT=network learning theory; 
TPB=theory planned behavior; UTAUT=the unified theory of acceptance and use of technology; PTMT=parental/teacher mediation 

theory; TPACK=technology, pedagogy, and content knowledge; TMI=theory of multiple intelligences 

 

 

Table 4. The research methodology, instruments and data analysis methods 

Authors 
Methodology Instrument Method(s) 

QN QL MX Q FG IN ON D SY D IS FA SEM CA PCA CNA DR TM 

[33]  /    / / /         /  
[34] /   /      / /        

[35]  /   /             / 

[36] /   /      /  /       
[37] /   /      /         

[38] /   /      /  /       

[39] /   /      /  /       
[40]  /    /            / 

[41]  /    /            / 

[42]  /  /            /   
[43] /   /      / /        

[44] /   /       /        

[45] /   /      / / / /      

[46] /   /      / /        

[47] /   /      /         

[48]  /    /            / 
[49] /   /      /         

[50] /   /      /         

[51]   /      / / /   /     
[52] /   /        / /      

[53] /   /      / /    /    

[54] /   /      / /        
[55] /   /      /  /       

[56]   / /  /    /      /   

[57]  /    /            / 
[58] /   /      / /        

[59]  /   /             / 

[60] /   /      / /        
[61]  /   /             / 

[62]   / /      / /       / 

Methodology: QN=quantitative; QL=qualitative; and MX=mixed method. Instrument: Q=questionnaire; FG=focus group; 
IN=interview; OB=observation; D=diary/document); and SY=survey. Method: CA=cluster analysis; PCA=principal component 

analysis; DR=data reduction; and TM=thematic analysis 
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3. RESULTS 

This section addresses the research questions by analyzing 30 selected articles through a SLR. The 

analysis is organized in the same order as the research questions, ensuring a detailed study of common 

research objectives, frameworks, dimensions, and methodologies related to teachers’ digital literacy within 

the security context. By synthesizing these findings, it provides useful insights for future efforts to improve 

teachers’ digital literacy and securing educational environment. 

 

3.1. What are the common research objectives in the studies on teachers’ digital literacy within the 

security context? 

This study categorizes 30 objectives related to teachers’ digital literacy in security contexts into five 

distinct groups. They are: i) understanding educators’ views and knowledge regarding digital security;  

ii) elements that affect digital security; iii) effects of digital security on learning results; iv) teaching 

strategies to improve digital security; and v) assessment and dependability of digital security tools. Table 5 

indicates that a significant portion of the studies concentrate on assessing and evaluating educators’ 

perceptions or levels of digital literacy, accounting for 33% (n=10). The eight studies (27%) closely examine 

the factors that impact digital security. The total of three studies (10%) assess the influence of digital security 

on educational outcomes, whereas an additional 13% (n=4) focus on teaching strategies and methods aimed 

at improving digital security. In conclusion, five studies (17%) assess the validity and reliability of 

instruments related to digital security. 

 

 

Table 5. Category of research objectives 
Categories of 

research objectives 
Authors(s) Objective 

RO1: teachers’ 
perceptions and 

awareness of 

digital security 

[33] Evaluating beliefs and practices of EFL teachers in integrating digital literacy. 
[37] Analyzing digital competence levels among teachers in Spain. 

[41] Identifying components of teachers’ digital literacy in remote education. 

[53] Studying the relationship between literacy components, digital skills, and types of intelligence 
among teachers. 

[60] Investigating in-service teachers’ self-perceptions of digital competence and the impact of gender 

and teaching experience. 

[46] Assessing the digital proficiency of teachers and the improvement facilitated by nano-MOOC 

courses. 

[56] Assessing perspectives and levels of digital citizenship among preschool and instructional 
technology teacher candidates. 

[57] Identifying aspects of responsible online communication promoted by teachers. 

[58] Assessing knowledge and skills related to digital literacy in the area of e-threats. 
[59] Determining digital literacy levels in areas related to e-threats and exploring the impact of gender 

on knowledge and skills. 

RO2: factors 
influencing digital 

security 

[34] Examining the relationship between information technology and digital competencies in teachers. 
[43] Examining the correlation between STEM teachers’ digital literacy competence and their levels 

of technology integration. 

[44] Determining factors influencing strategies for data protection and digital sustainability among 
teachers. 

[45] Examining the relationship among teachers’ self-efficacy, enabling conditions, and digital 
proficiency. 

[35] Recognizing challenges encountered by teachers during the COVID-19 pandemic. 

[48] Analyzing challenges faced by lecturers during online examinations. 
[47] Identifying professional deficits of teachers in the context of digital transformation. 

[51] Analyzing teachers’ performance in digital safety areas. 

RO3: impact of 
digital security on 

educational 

outcomes 

[40] Identifying concerns and actions related to digital safety among elementary school children. 
[49] Evaluating the efficacy of the social lab virtual social network as a teaching instrument to 

augment teacher digital proficiency. 

[50] Examining the effectiveness of educational video games in developing teachers’ digital 
competence in the e-safety area. 

RO4: pedagogical 

approaches to 
enhance digital 

security 

[42] Investigating teachers’ perspectives on AR competences, digital skills for integrating AR, and 

associated safety, security, and ethical issues. 
[59] Improving pedagogical approaches to enhance students’ information security by focusing on 

educational strategies that address the negative impacts of ICT. 

[61] Restructuring teaching practices to enhance student motivation, engagement, and interest in 
cybersecurity. 

[62] Analyzing teachers’ feedback of their students’ understanding and application of digital citizenship. 

RO5: validation 
and reliability of 

digital security 

instruments 

[36] Validation of a scale to assess digital teaching competence. 
[38] Analyzing the validity and reliability of the digital competence scale for teachers. 

[39] Validation of the Turkish version of the ‘teachers’ basic ICT competence beliefs’ instrument. 

[55] Validation of a scale for eco-responsible use of technologies among teachers. 
[52] Creation and evaluation of a tool to evaluate teachers’ basic concepts regarding ICT competence 
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3.2. What frameworks are commonly used in studies on teachers’ digital literacy within the security 

context? 

A review of 30 studies examining teachers’ digital literacy within a security setting identified 11 

different frameworks. The frameworks include a range of theoretical perspectives, methodologies, and 

practical applications, highlighting the interdisciplinary character of this research nature. Table 3 shows that 

15 studies did not specify any framework, opting instead for general discussions on digital literacy and 

security without grounding their work in established theoretical models. lacking a foundation in recognized 

theoretical models. Nevertheless, these 15 studies utilized distinct frameworks, offering significant insights 

into the theoretical foundations of digital literacy research. 

The DigComp emerged as the most used framework, appearing in four studies [36], [38], [53], [54]. 

This framework focuses on five areas: information literacy, communication and collaboration, digital content 

creation, security, and problem solving. Previous studies [36], [38] used DigComp to validate digital 

competence scale for teachers, whereas other study [54] used it to investigate teachers’ awareness of e-safety 

and data privacy. Sitoy et al. [53] took an innovative approach by combining DigComp and theory of 

multiple intelligences (TMI) in their study to investigate the relationship between digital literacy dimensions 

and types of intelligence among teachers.  

The DigCompEdu and the INTEF were significant in the analysis. DigCompEdu was used in two 

studies [37], [55], with the other study [55] combining it with INTEF to create a scale for eco-responsible 

technology usage. INTEF, created in Spain, was utilized in Basantes-Andrade et al. [46], to assess teacher 

training programs and environmentally sustainable practices, showcasing its effectiveness in both technical 

and ethical issues of digital literacy. The ISTE framework was used in Martin et al. [40] to identify the 

themes of digital safety among elementary school children. These frameworks highlight the importance of 

innovation and safety in the application of technology, established solid foundation for evaluating digital 

practices of young learners. Furthermore, study by Martin et al. [40] combines ISTE with a framework 

developed by other authors (OA) to offer a more comprehensive perspective on digital security, 

demonstrating how ISTE can be used to enhance analysis. Other studies [39], [61] also employed OA 

framework. These frameworks address specific digital security issues. Nurzhanova et al. [61] employ 

framework developed by previous authors that focusing on pedagogical phenomenology. This methodology 

establishes hypotheses to investigate the perspectives of teacher-practitioners regarding cyberbullying 

prevention. Korukluoğlu et al. [39] on the other hand, is based on framework proposed by Rubach and 

Lazarides [52]. This framework emphasizes the evaluation ‘teachers’ basic ICT competence beliefs. 

The analysis also showed behavioral and pedagogical frameworks. In Majola and Mudau [48], the 

NLT was applied to investigate the problem that lecturers experienced during online examinations, focusing 

the influence of network environments on digital practices. Similarly, the theory planned behavior (TPB)  

was implemented in Demirdağ and Taşgın [33] to examine the impact of teachers’ attitudes and perceived 

behavioral control on their decisions regarding safe digital tools. The unified theory of acceptance and use of 

technology (UTAUT) was employed in Wang and Chu [45] in analyzing the relationship between  

self-efficacy, facilitating factors and digital competence, offering a behavioral perspective on technology 

adoption in educational contexts. To investigate how teachers promote responsible online communication 

practices, the parental/teacher mediation theory (PTMT) was used in Martinez [57]. The PTMT, which 

focuses on the perceptions and responses of individuals to digital threats, offered valuable insights into teachers’ 

responsibilities in the development of ethical and secure online behaviors. Furthermore, the technology, 

pedagogy, and content knowledge (TPACK) framework were implemented in Ramli and Arsad [43] to 

investigate the integration of technology in science, technology, engineering, and mathematics (STEM) 

education, highlighting the interaction among technological, pedagogical and content knowledge. 

Several studies have shown the value of combining framework to answer complicated research 

questions. For example, Sitoy et al. [53] combined DigComp and TMI to investigate the relationship between 

digital literacy dimensions and intelligence types. Study by Martin et al. [40] used ISTE and OA to measure 

digital safety themes among elementary school children, whereas Barragán-Sánchez et al. [55] combined 

DigCompEdu and INTEF to create comprehensive scale for environmentally responsible technology use. 

 

3.3. What dimensions are used to evaluate teachers’ digital competence in security context? 

The analysis of all studies indicates that the dimensions employed are associated with the field of 

security. Examining these dimensions allows us to classify the studies into two distinct categories. The first is 

the investigations that focus on security aspects including cyberbullying, cybersecurity, device protection, 

and personal data protection. Secondly are the investigations that explore security or safety in an indirect 

manner, incorporating these elements as dimensions within wider evaluations of digital literacy. The findings 

for the two categories are displayed in Tables 6 and 7. 
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Table 6. Dimensions that used in the studies that directly investigate security and safety 
Author(s) Dimensions 

[40] Issues pertaining to content; issues pertaining to contact; issues pertaining to conduct; issues pertaining to contracts; issues 
pertaining to home. 

[44] Demographic variables such as safeguarding personal data, encouraging strategies, informing families, school accounts, and 

sustainability: advising students, utilizing protocols, promoting sustainable practices, educational proposals. 
[51] Demographic; assessment of ICT utilization and proficiency in digital media education: safety perceptions, intellectual 

property rights, reliability of online content, cyberbullying awareness, and malware defense strategies. 

[50] Digital identity, safeguarding and utilization of personal data, management of privacy, licensing of digital content, 
awareness of cybersecurity, and ethical application of digital technologies. 

[58] Examining the ergonomics of ICT usage, evaluating the credibility of information, ensuring secure online communication, 

preserving anonymity in the digital realm, implementing safe login practices, understanding intellectual property. 
[59] Programs aimed at preventing cyberbullying face various implementation challenges, including the need for teachers to 

enhance their knowledge in this area. Additionally, there are significant obstacles related to teacher training and the 

necessity for collaboration within the community. 
[60] Ensuring safety while interacting with other online users, protecting images shared on the internet, understanding copyright 

laws, assessing the credibility of online information, addressing cyberbullying, managing financial transactions securely. 

[61] Teacher training and experience, implementation issues, student needs and expectations, assessment programs, social and 

emotional intelligence, use of digital media; social and legal repercussions, parental participation, school policies and 

procedure, technological advancements, cyberbullying directed at teachers. 

[62] Utilization of digital devices, online harassment, proper online etiquette, digital trace, online privacy, virtual identity. 

 

 

Table 7. Dimension that used in the studies that indirectly investigate security or safety 
Author(s) Dimensions 

[33] Teachers’ belief: behavioral beliefs, normative beliefs, control beliefs; digital literacy: functional, finding information, 
creativity, critical thinking, collaboration, cultural understanding, communication, e-safety. 

[34] Information technology in education: technological, pedagogical, management social, ethical and legal; attitudinal, digital 

competencies encompass various essential skills, including information and information literacy, effective communication 
and collaboration, digital content creation, security awareness, and problem-solving abilities. 

[35] The elements concerning the impact of the COVID-19 pandemic on pre-university education are challenges in professional 

settings, administrative hurdles, psychological obstacles, technical issues, social barriers, digital skills, and concerns 
regarding online safety and security. Assessment and evaluation. 

[36] Knowledge and understanding of information, effective communication and teamwork, creation of digital content, safety 

measures, solutions to challenges. 

[37] Professional involvement; digital resources, digital pedagogy, evaluation and feedback, empowering students, enhancing 

students’ digital proficiency. 

[38] Safety; data literacy, problem solving, digital content creation, communication and collaboration, ethics. 
[39] Information and information literacy; communication and cooperation; digital content creation; safety and security; 

problem-solving; analysis and reflection. 

[42] Digital competencies of teacher’s pedagogical methodologies and instructional techniques; accessibility and assessment of 
educational augmented reality resources; security, safety, privacy, and ethical considerations; advantages and prospects. 

[41] Understanding and utilizing technology tools and digital media, exploring and managing information and data, digital 

ethics and safety, relationship building, teaching and evaluation. 
[43] Comprehension of digital tools, communication and collaboration, creation of digital content; security, problem-solving, 

technology integration. 

[45] Demographic variables, self-efficacy, facilitating conditions, digital competence: values, ethics and security, digital 
resources, teaching and learning, scientific research, continuing professional development, facilitating learners’ digital 

competence. 

[46] Information and information literacy; communication and collaboration; digital content creation; security; problem solving. 
[47] Digital competence; psychological competence; educational competence; communicative competence; organizational 

competence; ethical competence. 

[48] Student challenges; preparedness; technical and technological education; delivery content; administration of examination. 

[49] Usability; educational efficacy; perceived utility; enjoyment; endorsement and integration; challenge difficulty; digital 

competency level. 

[52] Data literacy; communication and cooperation; digital content production; safety and security; problem-solving; analysis 
and reflection. 

[53] Digital literacy includes information processing, communication, content creation, safety, and problem-solving. Multiple 

intelligences: bodily-kinesthetic, existential, interpersonal, intrapersonal, logical-mathematical, musical, naturalistic, verbal, 
visual-spatial. 

 Demographics; teachers’ self-assessment: information and data literacy, communication and collaboration, digital content 

production, safety, problem-solving; utilization of ICT tools; teachers’ attitude. 
[55] Teachers’ understanding of the environmental implications of technology usage in both formal and informal contexts; the 

practical potential for integrating environmental knowledge into pedagogical practices with students and families; 

Instructing individuals in the identification of the environmental consequences of technological utilization and methods to 
mitigate such effects; educating students and families on strategies for preventing this impact. 

[56] Digital security; digital rights and responsibilities; digital law. 

[57] Strategic mediation encompasses active mediation, co-utilization, participatory learning, and instructional simulation, 
responsible online communication, digital competence, online safety, and privacy. 
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By examining at the first category, the study by Vázquez-Cano et al. [44] focus on investigating 

teachers’ demographics such as gender, age, and years of experience, to determine their influence on 

strategies for promoting data protection and sustainability in primary schools. This study consists of aspects 

of personal data protection and sustainability, including strategies for safeguarding data on devices and 

protocols for identifying risks. Tomczyk [58] and Gabrielli et al. [60] focus to investigate teachers’ digital 

literacy level specifically in digital safety. The challenges encountered by teachers regarding digital safety 

are focal points in both researches, emphasizing concerns such as cyberbullying prevention, implementation 

obstacles, and safety in online communication. 

Conversely, 70% (n=21) of the research belongs to the second category by integrating security  

or safety components within a broader digital literacy framework. For example, Demirdağ and Taşgın [33] 

investigate teachers’ beliefs and digital literacy by integrating e-safety in the study. Several studies [34], [46], 

[53] include information literacy, communication and collaboration, digital content creation, security, and 

problem solving as a dimension that give comprehensive view on how teachers incorporate digital safety in 

their professional practices. 

 

3.4. What research methods and data analysis techniques are commonly used in studies on teachers’ 

digital literacy within the security context? 

The methodologies utilized in 30 studies examining teachers’ digital literacy in the context of 

security are outlined in Table 4. This analysis reveals notable differences in the design, instruments, and data 

analysis methods utilized across the studies. The primary research design employed in these studies is 

quantitative methods (n=18), using questionnaires as instruments to gather data on teachers’ digital literacy 

and security. For instance, several studies [37], [43], [45] used these methodologies to measure various 

aspects of digital literacy and security practices. In addition, nine studies employed qualitative methods and 

interviews as data collection tools to gain deeper insights into teachers’ perceptions and experiences 

regarding digital security. The remaining studies employed mixed methods to advance the exploration of 

teachers’ digital literacy within a security context, aiming for a thorough understanding by capturing both 

numerical data and contextual nuances. 

Moving forward, the data analysis utilized in quantitative design primarily relied on descriptive and 

inferential statistics. Common techniques utilized encompass t-test, correlation, analysis of variance 

(ANOVA), and regression analysis to discern the differences and relationships among variables. It indicates 

that a limited number of studies have utilized SEM to investigate the complex relationships among the 

components of digital literacy. Thematic analysis is often employed in qualitative design to identify themes, 

dimensions, and patterns in teachers’ responses regarding digital literacy and security issues. Although the 

least utilized design in this study is mixed methods, the combination of the quantitative and qualitative data. 

For example, a study by Elmali et al. [56] that combined descriptive and content analysis to examine the 

elements of digital citizenship. 

 

 

4. DISCUSSION 

4.1. What are the common research objectives in studies on teachers’ digital literacy within the 

security context? 

The analysis of the selected studies demonstrates a wide range of study objectives concerning 

teachers’ digital literacy in the context of security. These objectives were divided into five categories:  

i) teachers’ perspectives and awareness of digital security; ii) factors impacting digital security; iii) the 

impact of digital security on educational results; iv) pedagogical approaches to improving digital security; 

and v) the validity and reliability on digital security instruments. 

Most of the researchers (10 out of 30) focused on analyzing and evaluating teachers’ perceptions 

and awareness of digital security. Identifying gaps in teachers’ understanding of digital security concepts and 

assessing beliefs and practices are the main objectives of these studies. Several studies [33], [37], [60], for 

instance, look at general knowledge and digital competence, which provides the groundwork for 

understanding how teachers deal with digital security issues in their work environments. Although this study 

provides a foundational understanding, many of these studies are descriptive rather than evaluative, often 

failing to provide actionable insights on how to bridge identified gaps in awareness. This gap emphasizes the 

importance of conducting additional research on professional development programs and practical 

interventions targeted at improving knowledge of digital security [63]. 

The second category, consisting of eight studies, looks into the variables affecting teachers’ ability 

to adopt safe digital practices. For example, previous studies [34], [43] investigate the relationship between 

teachers’ technological integration and level of digital literacy. These studies highlight the importance of 

self-efficacy [64] and facilitating conditions [65] in encouraging secure practices. However, there is a gap in 
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addressing external issues like infrastructure, institutional policies, and the socioeconomic environment of 

schools. For instance, studies [35], [48] highlights issues that were encountered during the COVID-19 

pandemic, such as inadequate security measures for online examination and professional deficiencies in 

digital transition. Even though these studies offer valuable information, a more predictive approach is 

required to investigate how the pandemic’s lessons could influence long-term digital security plans [66]. 

The research in the third category (3 out of 30) examines the impact of digital security on 

educational outcomes, specifically on student safety and teacher proficiency. Several studies [40], [49], [50] 

examine new approaches, including simulated social networks and educational video games, to improve 

teachers’ digital literacy. These methods show promise, but their effectiveness in growing and working 

across different educational settings has remains underexplored [67], [68]. The lack of real-world conditions 

highlights the need for future research to investigate the long-term consequences of these interventions in 

teacher effectiveness and student learning. 

Four studies that focus on pedagogical approaches to raise awareness and practices of digital 

security fall under the fourth category. To engage teachers and students in safe digital activities, previous 

studies [42], [59], [61] highlight innovative approaches including augmented reality (AR) and cyberbullying 

prevention initiatives. These results demonstrate the importance of a comprehensive approach to digital 

security education that includes not just technical skills but also ethical values and social responsibilities [69]. 

However, these studies sometimes overlook several points of view and experiences, which are essential for 

meeting various educational needs. For instance, while study by Hawamdeh [62] examines teachers’ 

perceptions of students’ understanding of digital citizenship, it neglects to address the influence of cultural or  

socio-economic factors on these views. Future research should examine how pedagogical approaches might 

be modified to tackle the unique issues encountered by various groups of teachers and students. 

Finally, the fifth category comprises five research focused on the validation and evaluation of 

instruments designed to measure digital competence and security practices. Studies including [36], [52] 

offers significant advancements by creating reliable instruments for examining teachers’ understanding and 

implementation of digital security. These instruments are essential for setting benchmarks and monitoring 

advancements in digital literacy programs. However, several of these studies focus on technical validation 

without closely analyzing the useful application of these instruments in actual learning environments. The 

instruments validated by previous studies [38], [55], for example, might not be useful in all educational 

settings. Future studies should focus on making these instruments adaptable and relevant to ensure they work 

effectively in different contexts [70]. 

The significance of these findings lies in their potential to influence both research and practice in 

digital security education. Current research frequently lacks coordination, underscoring the necessity for a 

more integrated and comprehensive strategy to address the numerous issues in this field [71]. For instance, 

investigations into perceptions and awareness should be more effectively integrated with research on 

pedagogical approaches and learning outcomes. Connecting these areas can help provide a better 

understanding of how to equip teachers with the skills and knowledge needed to create safe digital 

environments. 

Moreover, the predominance of descriptive studies highlights the need for more evaluative and 

intervention-based research. Developing and testing comprehensive frameworks that integrate the five 

categories identified in this review could provide a cohesive understanding of digital security in education. 

Such an approach would not only advance academic knowledge but also offer practical guidance for 

policymakers and educators striving to enhance digital literacy and security practices in schools. 

 

4.2. What frameworks are commonly used in studies on teachers’ digital literacy within the security 

context? 

The review of frameworks used in studies on teachers’ digital literacy in the context of security 

shows some key insights. These frameworks offer a clear and structured approach to understanding and 

improving digital literacy, with each presenting its own distinct ideas and applications. The discussion 

critically evaluates the findings in respect to each framework, highlighting the consequences of their use and 

combination. 

The DigComp framework has been broadly employed in various studies [36], [38], [53], [54]. The 

popularity of DigComp is due to its comprehensive approach thorough evaluation of digital competence, 

encompassing technical, cognitive, and socio-emotional skills [72]. Its widespread use highlights its 

importance in meeting digital literacy needs in education. However, it should be noted that DigComp’s broad 

application may not necessarily address specific security-related aspects of digital literacy. This raises 

concerns about its suitability for tackling the special issues that teachers encounter in a security setting [73]. 

The INTEF framework, used in previous studies [46], [55], highlights the importance of competence in 

digital teaching and learning. INTEF offers a localized and context-specific approach; however, its 

implementation in security contexts remains underexplored. The few studies utilizing INTEF indicate that  
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its implementation may be restricted due to its regional emphasis [74] or insufficient alignment with wider 

security issues [75]. 

 The ISTE framework, as applied in Martin et al. [40], emphasizes the integration of technology in 

pedagogy, fostering innovation and the ethical utilization of digital tools. While this focus aligns with 

advancements in teaching practices, the limited attention to security issues reveals a significant gap [76]. To 

address these challenges, it is essential to develop frameworks that integrate comprehensive risk mitigation 

strategies for ethical digital environments. This highlights the necessity of modifying current frameworks to 

incorporate strong security protocols. 

Several studies [39], [40], [61] referred OA frameworks, highlighting the contributions of 

researchers to digital literacy. These studies highlight the diversity of theoretical and practical approaches 

based on frameworks created by other researchers. While this diversity adds valuable perspective, the 

differences in scope and focus among these modified frameworks might make it challenging to compare 

findings across studies. Defining clear criteria for categorizing and applying these frameworks may improve 

their relevance and promote a deeper understanding of their contributions [77], [78]. 

The DigCompEdu framework, utilized in the studies [37], [55], emphasizes educational context but 

seems to be inadequately addressed in security related discussions [79]. The limited adoption suggests a 

potential gap in addressing digital risks comprehensively. Extending its application to security related issues 

may improve its relevance and effectiveness in equipping teachers for secure digital practices. The use of 

NLT in Majola and Mudau [48] highlights the need of supporting cooperative, adaptable, and networked 

teaching approaches as well as the connections between digital learning settings. While NLT provides 

valuable insights into digital learning processes, as evidenced by its growing application in systems like small 

and medium-sized enterprises (SMEs) [80] and governance networks [81]. However, its potential to address 

security-related challenges remains underexplored and requires further research. This emphasizes the 

importance of investigating how NLT concepts might be applied to successfully manage contemporary 

digital dangers. 

Behavioral frameworks, such as TPB, UTAUT, and PTMT, provide valuable insights into teachers’ 

attitudes regarding secure technology. TPB focuses on how attitudes and perceived social norms influence 

technology adoption [82], whereas UTAUT stresses performance and effort expectations as crucial 

behavioral determinants [83]. Similarly, the Teacher Mediation concept emphasizes the role of teachers’ own 

beliefs and environmental circumstances in determining their adoption and pedagogical use of technology 

[84]. Together, these frameworks improve our knowledge of adoption trends in educational settings. 

Nonetheless, their limited application in addressing broader security concerns indicates potential for 

incorporating these models into comprehensive digital literacy frameworks. 

The study by Ramli and Arsad [43] utilizes the TPACK framework, which focuses on combining 

technology, pedagogy, and content knowledge to improve teaching efficacy similar with Deng et al. [85]. 

This makes it ideal for research aimed at improving teachers’ skills to use technology meaningfully in their 

pedagogy. However, its focus on technology integration may overlook specific aspects of digital security, 

thereby limiting its usefulness in addressing risks in digital education environments. On the other hand, TMI 

that used in Sitoy et al. [53] investigates various intellectual talents such as linguistic, logical, and 

interpersonal intelligences, in a manner consistent with its use in Gardner and Hatch [86] provides an 

important foundation for customizing learning. While TMI supports a variety of approaches to teaching and 

learning, its lack of emphasis on technology or digital competence suggests that it may require modification 

to stay relevant in research addressing digital literacy in security situations. 

The benefits of integrating frameworks were shown in several research. To achieve a balance 

between broad competence and instructional specialization, for instance, study by Sitoy et al. [53] combined 

DigComp and TMI. In the same way, research by Martin et al. [40] integrated accessibility and ethical 

standards by combining ISTE and OA. Additionally, to bridge local and educational views, the research by 

Barragán-Sánchez et al. [55] connected INTEF and DigCompEdu. These pairings highlight the fact that no 

singular framework is adequate to handle the complex issues of digital literacy in security contexts.  

A comprehensive approach that creates a balance between general competencies and individual needs is 

made possible by the integration of several frameworks.  

The conclusions derived from this discussion highlight the importance of addressing the gaps 

present in existing frameworks. Although strong in many aspects, frameworks such as DigComp and ISTE 

require improvement to effectively address specific issues of digital security. Behavioral models like TPB, 

UTAUT, and PTMT emphasize the need to understand teacher attitudes and motives for implementing secure 

practices. These findings highlight the need of aligning frameworks with two primary goals: developing 

secure digital literacy and addressing the real-world issues that educators encounter. By adopting these 

features, the field can better satisfy the various requirements of digital literacy in education. 
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4.3. What dimensions are used to evaluate teachers’ digital literacy in the security context? 

The analysis of research question 3 identified two categories of studies regarding dimensions of 

teachers’ digital competence in relation to security. They are those that directly examine security elements 

and those that indirectly address security or safety aspects. The findings reveal important patterns, 

opportunities, and challenges in enhancing teachers’ digital literacy concerning security. 

Research in the first category, including [40], [44], [50], [51], highlights security related 

competencies such as personal data protection, digital identity management, and safe online communication. 

For example, previous studies [50], [87] addresses important issues such cybersecurity awareness and ethical 

usage of digital technologies, which are essential for creating a safe learning environment. Likewise, other 

studies [58], [60] explore practical concerns such as safe logging-in, intellectual property, and anonymity in 

digital spaces, proving the need of teachers having a strong understanding of these factors. A recurring theme 

among these studies emphasizes the importance of addressing cyberbullying, as highlighted in previous studies  

[59], [61]. Cyberbullying affects students [88] and creates challenges for teachers [89], necessitating the 

implementation of prevention programs and sufficient training within schools [90]. Additionally, study by 

Nurzhanova et al. [61] indicates the importance of integrating emotional intelligence and parental 

collaboration to develop a comprehensive strategy for digital security. However, while these studies contribute 

valuable insights, they often focus on specific aspects of security without providing a comprehensive 

framework. For example, while the study by Hawamdeh [62] discusses digital privacy, digital netiquette, and 

cyberbullying, it lacks integration with broader pedagogical practices. This gap indicates the need for 

frameworks that combine technical skills with pedagogical strategies to ensure effective implementation. 

The second category includes several studies [33]–[35], which investigate dimensions of security 

indirectly through broader digital competencies. For example, study by Vásquez-Pajuelo et al. [34] 

emphasizes areas such as ethical and legal considerations, demonstrating the growing understanding of 

security as an essential component of digital literacy. Similarly, previous studies [34], [35] highlight safety 

within data literacy, problem-solving, and teamwork, demonstrating how security intersects with other 

competencies. This perspective is broadened by the studies [41], [43], which integrate psychological and 

pedagogical competencies. According to research by Falloon [91], these dimensions highlight the interaction 

between teachers’ technical proficiency and their capacity to establish safe and welcoming learning 

environments. For instance, controlling online safety while teaching [44] or comprehending digital ethics and 

safety [37] demonstrate the increasing necessity for educators to strike a balance between ethical 

considerations and technology integration. While these studies make valuable contributions, many fail to 

address skills related to digital safety. For example, study by Gordillo et al. [49] includes safety as part of a 

broader digital literacy framework but does not offer practical strategies for building awareness about 

security. This gap highlights the need to treat security as a separate and essential component within digital 

literacy frameworks. 

 The findings reveal a lack of consistent strategies for addressing security in teachers’ digital literacy. 

Some studies focus directly on specific challenges like protecting personal data, managing digital identities, 

and preventing cyberbullying, highlighting the need for targeted skills in these areas. On the other hand, other 

studies look at how security connects with broader aspects of digital literacy, such as collaboration, problem-

solving, and ethical considerations, showing how security fits into overall teaching practices.  

 This dual perspective highlights the need for more integrated approaches that incorporate digital 

security as part of broader teaching frameworks. By addressing both the technical aspects and the real-world 

context of digital security, teachers can create safer and more successful digital learning environments. These 

findings emphasize the significance of integrating specific security skills with comprehensive digital literacy 

training to help teachers comfortably handle digital threats. 

 

4.4. What research methods and data analysis techniques are commonly used in studies on teachers’ 

digital literacy within the security context? 

 The findings for research question 4 reveal significant differences in research design, instruments, 

and data analysis methods across the 30 studies reviewed. These differences indicate the diverse 

methodologies researchers use to investigate teachers’ digital literacy in the context of security, while also 

highlighting potential gaps and opportunities for methodological enhancement. Most of the studies (18 out  

of 30) used quantitative approaches, with questionnaires as the main instruments for data collection. Studies 

investigating teachers’ digital literacy frequently adopt quantitative research designs, utilizing techniques, 

such as descriptive and inferential statistics, as well as factor analysis, to analyze their findings  

[30], [32]–[34]. For example, previous studies [39], [40] used advanced methods such as SEM to explore 

relationships between variables. Nagy and Dringó-Horváth [92] found that SEM in educational research 

provides a clearer understanding of the factors influencing teachers’ digital literacy, including self-efficacy, 

training quality, and institutional support. The thorough analytical capabilities of SEM enhance the validity 

and reliability of findings, making it a valuable tool for future research. 
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Despite its advantages, the effectiveness of SEM relies heavily on the quality of data collection and 

the appropriateness of model specifications [93]. By capturing the complexities of digital literacy and 

security issues, SEM offers significant potential to deepen our understanding of the impact of digital 

technologies on educational practices and organizational performance [94], [95]. However, the heavy 

reliance on self-reported data can introduce biases, such as overestimating or underestimating competence 

levels [96]. Additionally, while quantitative studies provide valuable insights into specific skills, they often 

fail to fully explore the broader details or real-world aspects of security-related practices. 

The nine studies used qualitative approaches, employing interviews, focus groups, and observations 

as common tools for data collection. For instance, several studies [29], [31], [36] utilized thematic analysis to 

explore teachers’ experiences and perspectives in depth. Other studies [55], [57] used focus groups to gather 

collective insights on challenges and best practices for addressing digital security in education. Qualitative 

methods are valuable for providing deep, detailed insights and for uncovering the reasons behind teachers’ 

actions and the challenges they encounter. However, the findings are often difficult to apply widely, making 

it challenging to apply ideas across different educational contexts. 

Only three research utilized mixed methodologies, combining quantitative and qualitative 

approaches. For instance, research by Galustov et al. [47] employed surveys combined with cluster analysis, 

whereas the work of Tomczyk [58] utilized questionnaires with theme analysis to present a comprehensive 

perspective on security competencies. This balanced approach allows researchers to combine different 

methods, helping to confirm findings and gain a more complete understanding of teachers’ digital literacy 

[97]. Despite these benefits, mixed-methods studies remain underrepresented in the reviewed literature. 

The methodological diversity observed in the reviewed studies underscores both the strengths and 

limitations of current research approaches. Quantitative methods provide valuable large-scale insights, while 

qualitative methods offer rich contextual understanding, yet the limited use of mixed methods remains a gap. 

These findings highlight the need for a more integrative and balanced methodological approach to effectively 

address the complexities of teachers’ digital literacy in security contexts. 

 

4.5. Recommendation 

Based on the findings and discussions presented in this review, the recommendations are proposed 

to advance research and practice in teachers’ digital literacy within security contexts. By addressing these 

recommendations, future studies can contribute to a more comprehensive and actionable understanding of 

teachers’ digital literacy in security contexts. These efforts will not only enhance academic knowledge but 

also inform policy and practice, empowering teachers to create secure and effective digital learning 

environments. 

 

4.5.1. Development of integrated frameworks 

Existing frameworks like DigComp, ISTE, and TPACK offer robust foundations but often lack 

specificity in addressing security-related competencies. Future research should prioritize the development of 

integrated frameworks that combine technical, pedagogical, and security-focused dimensions to provide a 

holistic approach to digital literacy. These frameworks should explicitly address emerging challenges such as 

cybersecurity, ethical technology use, and data privacy. 

 

4.5.2. Enhanced methodological approaches 

The review highlights significant methodological diversity but also underscores limitations in the 

use of quantitative, qualitative, and mixed methods. Future studies should adopt more integrative designs that 

leverage the strengths of the quantitative and qualitative approaches. For instance, employing mixed-methods 

designs could provide a balanced understanding of teachers’ digital literacy by capturing both large-scale 

trends and contextual nuances. Additionally, incorporating advanced data analysis methods, such as SEM and 

ANN, can enhance the depth and accuracy of findings. These methods allow researchers to model complex 

relationships and identify underlying patterns, making them particularly valuable in understanding 

multifaceted aspects of digital literacy and security. 

 

4.5.3. Professional development and training  

Teachers require continuous professional development to navigate the rapidly evolving digital 

landscape. Future research should focus on designing and evaluating training programs that address both 

foundational digital literacy and advanced security competencies. These programs should incorporate 

practical, hands-on components to enhance teachers’ confidence and efficacy in using digital tools securely. 
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4.5.4. Incorporation of emerging technologies 

As digital technologies evolve, future research should examine how emerging technologies such as 

artificial intelligence, blockchain, and cloud computing impact teachers’ digital literacy and security 

practices. Understanding these technologies’ implications will be crucial for preparing teachers to address 

new challenges in educational settings. Moreover, integrating these innovations into teacher training 

programs can ensure that teachers remain adaptable and competent in a rapidly changing digital landscape. 

 

4.5.5. Focus on ethical and social implications 

Future research should investigate the ethical and social dimensions of teachers’ digital literacy, 

particularly in relation to security. Topics such as digital rights, online behavior, and the social consequences 

of digital interactions deserve greater attention to prepare teachers for responsible and inclusive digital 

practices. Addressing these concerns will also promote a culture of accountability and ethical awareness 

among teachers in their professional and personal use of technology. 

 

 

5. CONCLUSION 

This SLR examined 30 studies related to teachers’ digital literacy within a security context. The 

findings revealed a wide range of research objectives, with many studies aiming to strengthen teachers’ 

competencies in digital security, ethical technology use, and pedagogical integration. Commonly used 

frameworks such as DigComp, ISTE, and TPACK demonstrated their relevance, although their focus on 

security-specific skills was often limited. The review also found that essential security dimensions like 

personal data protection and digital identity management were addressed inconsistently across studies. 

Quantitative methods were most frequently applied, followed by qualitative and mixed methods, with each 

offering different strengths and limitations. 

Overall, this review shows the evolving but uneven nature of research in this area. While there has 

been progress, key gaps remain in aligning technical and pedagogical objectives, adopting comprehensive 

frameworks, and combining diverse research methods. These findings suggest a need for more integrated, 

security-focused research that better supports teachers in navigating digital environments safely and 

effectively. The insights from this review provide a valuable foundation for future studies, policy 

development, and teacher training programs focused on digital literacy and security. 
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