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This study examines the design, development, and evaluation of a cyber
safety and security literacy program (CSLP) aimed at enhancing cyber
security competency (CSC) among prospective teachers. Utilizing a research
and development (R&D) method, the program was structured using the
analysis, design, development, implementation, evaluation (ADDIE) model

to create instructional modules covering key cyber safety topics. The validity
of the program was ensured through expert evaluations, and its effectiveness
Keywords: was tested via a pre-experimental research design with a single group of 50
ADDIE model prospective teachers from training golleges in Ke‘rala, India. Pre- and. post-
. test assessments were conducted using a standardized CSC scale. Statistical
Cyber safety and security analysis, including t-tests and Cohen’s d, revealed a significant improvement
literacy program in participants’ CSC, with a large effect size (Cohen’s d=4.32), indicating
Cyber security competency the program’s substantial impact. This study emphasizes the importance of
E safety incorporating structured cyber safety education into teacher training
Online risks programs to bridge the gap between digital engagement and online safety.
The findings also highlight the broader need for integrating cyber security

literacy in professional contexts to foster responsible digital behavior.
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1. INTRODUCTION

Cyberspace affords a wealth of services to every individual; however, it also presents significant
risks and dangers. Unfortunately, many people are unaware of these risks and lack the skills needed to protect
themselves. As the gap between digital use and safety grows, raising awareness becomes more critical than
ever. A secure online environment demands not only awareness of potential risks but also a deep
understanding of the skills and strategies required to address and mitigate these dangers [1]. Studies
consistently emphasize the value of awareness programs in equipping individuals with essential cyber
security skills. Well-structured programs that integrate diverse content and effective teaching methods have
proven successful in addressing the challenges of the digital world, empowering individuals to guide
cyberspace safely [2].

Among the key strategies for promoting cyber safety, cyber literacy plays a vital role by enhancing
young people’s confidence and competence in using technology safely. It extends beyond basic internet
skills, encompassing information literacy, media literacy, information and communication technology (ICT)
literacy, and internet literacy, all of which contribute to a broader concept of digital competence.
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This competence enables individuals to use technology confidently and critically for learning, leisure,
communication, and work, while also being aware of and analyzing potential risks [3], [4]. Several global
frameworks, such as the UNESCO global framework of reference on digital literacy skills, the European
Commission’s DigComp framework, the UNESCO Media and Information Literacy (MIL) framework, and
the OECD skills research framework, provide comprehensive guidelines to foster cyber safety through a
range of essential digital skills. These frameworks, combined with extensive awareness materials available
both online and offline, offer practical guidance on staying safe in the digital space [5].

Various organizations worldwide, including the Cyber Security Agency of Singapore, CERT India,
the Central Board of Secondary Education, and the Central Institute of Education Technology in India,
contribute to cyber safety education by developing interactive handbooks and booklets. Initiatives like India’s
Information and Security Education Awareness (ISEA) project by the Ministry of Electronics and
Information Technology further support the creation of effective cyber safety and security literacy program
(CSLP). These resources serve as essential tools for building a strong foundation of cyber security awareness;
ensuring individuals are equipped with the knowledge and skills to navigate the online world safely.

These efforts are most impactful when integrated into formal education systems, where structured
programs can be developed and implemented to ensure widespread adoption of cyber safety practices. In this
context, educational institutions, especially teacher training centers, play a crucial role in shaping society’s
approach to cyber safety and security by promoting awareness of safe online practices. Teachers are key to
this transformation, as they serve as catalysts for a broader impact of educating their students and, in turn,
contributing to a safer digital environment for society as a whole. Recognizing the crucial role of teachers in
promoting cyber safety, this study focuses on developing a module-based CSLP tailored specifically for
prospective teachers. The central scientific questions driving this research are: i) how effective is the CSLP in
enhancing cyber security competency (CSC) among future educators and ii) what specific dimensions of
CSC show improvement following the implementation of the program.

These questions shapes both the development and evaluation of the program, aiming to assess its
validity and effectiveness in equipping teachers with the essential skills needed to foster a safer digital
environment in their classrooms and beyond. The relevance of this study stems from the growing need to
equip future educators with the tools and knowledge required to foster cyber safety in their classrooms.
Teachers who are well-versed in cyber safety not only protect themselves but also pass on essential skills to
their students, creating a multiplier effect that enhances society’s overall digital resilience [6]. The study aims
to address this need by developing and evaluating a tailored CSLP module for teacher education, ensuring
that educators are prepared to handle the complexities of the digital world.

In spite of the increasing emphasis on cyber safety education globally, a critical gap persists in
integrating structured, research-based literacy programs into teacher education curricula, particularly in the
Indian context [7]. While existing literature and global frameworks provide broad guidelines on digital
competence and cyber safety, few studies have focused on contextualizing these frameworks for future
educators in developing countries [8], [9]. Moreover, there is limited empirical research assessing the impact
of module-based interventions tailored specifically to enhance CSC among prospective teachers [10]. This
research seeks to bridge that gap by designing, implementing, and evaluating a CSLP that is pedagogically
grounded, contextually relevant, and empirically tested for effectiveness [9]. The novelty of this study lies in
contextualizing global digital competence frameworks into a module-based program for Indian prospective
teachers and validating its effectiveness through rigorous pre-post analysis. By focusing on future educators,
this study contributes to the literature by providing a scalable model that can be integrated into teacher
training institutions, thereby fostering a culture of digital safety from the classroom outward.

2. METHOD

This study adopted a systematic approach to the design, development, and evaluation of a CSLP
specifically aimed at prospective teachers. The program was developed using research and development
(R&D) method and it further integrated analysis, design, development, implementation, evaluation (ADDIE)
model in the design and development of instructional design to ensure a comprehensive, structured process
[11]. Each module was crafted to address essential cyber security competencies, with the content tailored to
meet the unique needs of teacher education. The validity of the program was confirmed through expert
evaluation by three validators, who provided critical feedback on the accuracy, relevance, and structure of the
modules. To evaluate the effectiveness of the CSLP in enhancing the CSC of prospective teachers,
a pre-experimental research design was employed. A single group of 50 prospective teachers of various
training colleges in Kerala, a state in India was assessed using a standardized CSC scale both before and after
the intervention. The effectiveness of the program was determined by comparing the mean scores from the
pre-test and post-test, highlighting the extent of improvement in participants’ cyber security competencies.
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The research procedure for designing and evaluating the effectiveness of the CSLP, aimed at enhancing the
CSC of prospective teachers, is depicted in Figure 1.

Figure 1 outlines the key stages involved in the creation and assessment of a CSLP targeted at
prospective teachers. The process begins with a thorough review of existing literature to determine suitable
content. A structured program is then developed to enhance CSC. Reliable assessment tools are constructed
to measure the program’s impact. Expert validation ensures the content meets academic and practical
standards. The final step involves pre- and post-intervention testing to evaluate the program’s effectiveness
through statistical analysis.

Conduct a comprehensive

review of cyber safety and

security-related literature and

identify content elements
relevant to prospective
teachers.

prospective teachers, based on

Develop a structured program
aimed at enhancing the cyber
security competency of

the analyzed content.

Construct valid and reliable
assessment tools to measure
the effectiveness of the
program.

v

Validate the program content and
structure through expert review,
ensuring alignment with
educational standards and relevance
to the target group.

-

Conduct a pre-test and post-
test comparison to assess the
effectiveness of the program
and derive results based on
statistical analysis.

Figure 1. Research procedure adopted

2.1. Construction and development of modules

The development of the CSLP modules was carried out through a structured and phased approach.
Each phase focused on aligning content with instructional goals, ensuring relevance to teacher education.
Table 1 presents the general phases followed in the development process.

Table 1. General phases of the development of the program
Phases Description
1 Identification and selection of topics of cyber safety and security literacy
— Based on anticipated objectives and aims
— Based on assumptions
— Based on the core areas of cyber safety and security forteachers
2 Design and implementation
— Theoretical considerations in terms of instructional strategy
— Structuring the lesson transcript
— Plan for implementation
3 Evaluation

2.1.1. Phase 1: identification and selection of cyber safety and security literacy topics

The CSLP was designed to enhance the digital preparedness of prospective teachers by raising
awareness of cyber risks, linking knowledge to real life digital experiences, and fostering responsible online
behavior. It also aimed to promote positive cyber socialization, etiquette and long-term technological awareness
for safe digital engagement. The program was built on key assumptions to ensure its validity and relevance [12].
It was presumed that prospective teachers generally lack a clear conceptual understanding of cyber threats, and
that generational differences contribute to varying perceptions of digital spaces. Furthermore, the program
emphasized that active and informed participation in digital environments is essential for cultivating digital
literacy, a key foundation for promoting cyber safety awareness and behavior [13].

With these guiding objectives and clear assumptions, a thorough literature review was conducted to
identify the essential areas of cyber safety and security relevant to teachers. This review focused on
communication security, information decency, online interpersonal safety, and safe computer/internet usage
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[14]. Based on these insights, the final topics for the CSLP were determined, encompassing the major aspect
CSC. Table 2 shows the summary of topics and its corresponding modules.

Table 2. Topics and its corresponding modules

No Topics selected Modules
1 Social networking safety and security (SNS) 4
2 Dealing with fake information (DWF) 4
3 Mobile phone security and safety (MPS) 4
4 Email and password security and safety (ELS) 8
5 Managing digital footprint (MDF) 4
6 Online privacy and Wi-Fi safety (OWS) 7
7 Apps safety and security (APS) 3
8 Web conferencing safety (WCS) 4
9 Digital learning resource safety and plagiarism and copyright infringement (DRS) 6

2.1.2. Phase 2: design and implementation of the program

An effective literacy plan ensures the active participation of all its target audience. For this extensive
step by step plan is created it is for design and implementation. This phase includesthree sub phases,
namely: i) integration ADDIE model strategy in the module development; ii) structuring the lesson transcript;
and iii) plan for implementation.
a. Integration ADDIE model strategy in the module development

The fundamental tenet of ADDIE is that all activities are designed to assist learners in gaining
knowledge within a specific learning environment [15]. In creating CSLP for prospective teachers, the main
phases of the ADDIE were meticulously integrated. The detailed descriptions are shown in Table 3.

Table 3. Utilization of ADDIE model in the program

Stages Concerns addressed
Analysis Background of the target audience and the existing competency in relation to the topics of cyber safety and security.
Goals to be achieved at the end of the program.
Design Preparations of the learning materials.

The methodology and strategy of the program for its smoothdelivery.
The approaches for testing the outcome of the program.
Developing Contents and resources for integrating with the program.
Validating those contents with learning outcomes.
Revising and updating the contents for implementation.
Implementation  The learning experience to the targeted audience.
Preparing the learners participation and gathering constant feedback from the learners.
Evaluation The quality of the whole instruction (including learning resources and accomplishment of learning outcome) through
different summative and formative evaluation.

b. Structuring the lesson transcript

On the basis of this key components and concerns addressed by each aspect in the ADDIE model a
lesson transcript template was designed with a sequence of activities and with required materials [16].
Blooms taxonomy of lesson planning is followed for the design of the lesson transcript. The whole lesson
plan templates were operating under three sequential stages: preparatory, delivery, and evaluation. It was
shown in Figure 2. In the preparatory stage, educational objectives were formulated, providing a foundation
for the program. The delivery stage created a dynamic learning experience through activities such as
discussions, demonstrations, and problem-solving, supported by various communication channels (emails,
videos, and social media) and learning resources (concept notes, posters). Finally, the evaluation stage
assessed behavioral changes in participants using online quizzes, measuring their CSC and the overall
effectiveness of the program. These phases are represented in the lesson transcript to guide structured and
effective implementation.

On the basis of the sequential stages the investigators prepared the design for the cyber safety and
security literacy module lesson transcripts. Each lesson transcript has similar sections, and the contents are
presented in specific manner based on the objectives. All lesson transcripts consist of discussion and activity
as a core section because all kinds of cyber dangers deserve broad debate. To guarantee objectivity of the
program a few additional resources were prepared by the investigators. It includes a google site
(https://sites.google.com/view/cyberspacesafety/about) and a textbook comprising the topics which are closely
related to the cyber safety and security concepts. These additional resources acted as an information repository
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of the CSLP program. Moreover, for the ease of convenience the nine topics of cyber safety and security were
further separated into 12 topics. Figure 3 presents the sample templates of the lesson transcripts.
c. Plan for implementation

The program considers itself as an awareness initiative. After designing the lesson transcripts,
a specific plan for implementation was created focusing on actual delivery of the program to the targeted
audience. The plan for implementation was based on two fundamental pillars: prior approval from academic
stakeholders and an adequate institutional climate.

2.1.3. Phase 3: evaluation of the program

To evaluate the efficacy of CSLP modules for prospective teachers a validity analysis carried out
from the various stakeholders of this area. Computer scienceteachers, training college teacher’s cyber-security
professionals were in the expert group. For this two data analysis techniques were used: quantitative and
qualitative descriptive. Qualitative data was analyzed by collecting comments and suggestions from expert
validators. Quantitative data was analyzed by calculating the percentage score from filling out the validation
questionnaire sheet [17]. Further to evaluate validity response of the different expert groups, a systematic
approach is used involving the calculation of average scores and setting a benchmark for comparison. First, the
scores from each validator for a particular group of experts are collected. These scores are then summed up
and divided by the number of scores to calculate the average score for each group. A benchmark score of 3.30
is established to categorize the performance: if the average score meets or exceeds this benchmark, the validity
is deemed “good”; otherwise, it would be considered “needs improvement.” The validation criteria include:
1) understanding of cyber safety concepts; ii) application of cyber safety practices; iii) creative thinking
strategies; iv) learners initiation; v) orientation towards expected outcome of CSLP; and vi) organization and
structure of the program.

The expert validation results of CSLP module, as presented in Table 4, reveal a commendable level of
agreement among various experts. Computer science teachers, cyber security professionals, and training
college teachers all contributed their evaluations, resulting in an overall positive assessment. Computer science
teachers provided an average score of 3.33, while cyber security professionals offered a slightly higher average
of 3.41. Notably, training college teachers rated the module the highest, with an average score of 3.40. Each
group’s scores were categorized as ‘good,” reflecting a high degree of satisfaction. These results not only
affirm the module’s efficacy but also demonstrate its broad applicability in providing awareness on cyber
security competencies.

1st Stage: Preparatory Stage-Formulating educational objectives

* Content Overview: A brief outline of the selected topic that provides a general understanding of the
subject matter.

* Objectives: Broad statements guiding the design of the program, indicating the understanding learners
will gain from studying the topic.

* Mode of Transaction: The proposed literacy program aims to engage the target audience through various
activities. The following activities were employed in the delivery stage Discussion, Demonstration,
Presentation, Reflection, Brainstorming, Problem-solving.

* Channels of communication: Communication channels are the medium that is used for transacting the
contents. For this targeted, email broadcasting, videos, social media, printed materials, notification and
alerts instant messaging were used.

* Resources: Resources here mean the learning resources used for the transaction of contents in the literacy
program. Suitable resources are used in each stage of content transaction in the form of concepts notes,
slides, printed materials, real-life stories, posters, flayers, and newsletters.

» Expected outcome: The expected outcome is a clear statement of what a learner is expected to do, know
about, and/or value at the completion of a particular topic of study. These outcomes are immediately
measured after the completion of each content has taught.

* Assessment Strategy: These are the tools used to measure the expected outcome of the learner. It is used
to assess the performance of a learner after succeeding in the process of learning. The investigators relied
on online quiz strategy to verify and evaluate the actual benefits of the literacy program.

Figure 2. Stages in the lesson transcript
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Password Safety and Security
Topic 1: Introduction to Password Safety Targeted Audience
e B Ed Trainees

Cognize the concept of password security.
* Understand the need of password security.

Resources Content Overview
¢ Concept note on Password Security. A password 1s a basic secunty mechanism which 1s made up of]
References a secret pass phrase that can be generated by combining alphabetic,
numeric, alphanumeric, and symbolic elements. A password 15 used to
https://www techopedia.com/definition/8797/p | restrict access to a system, application or service to only those users
assword-protection who have memornzed or stored and/or are authorized to use it. A
https://wwnw.computerhope password may also be called an access code. PIN or secret code.
.com/jargon/p/password html

Let’s Discuss

Did you create passwords for any of your accounts i cyber space?
Discuss the functions of password?
Why password security 15 essential?

Activity (Online/Offline)

¢ Directions: Read and reflect the concept note on password security.

Summary

e A password may also be called an access code, PIN or secret code.
®  Online activities provide rooms for creating passwords and pin.
¢ Password security is an important concern in the present day context.

Self-Reflection / Evaluation

e Will be able to cognize the concept of password safety and secunty.
o Attempt a quiz on password safety.

Figure 3. Sample lesson transcript

Table 4. Results of validation
Score from validator Average

Experts I I m_ vV scores  emarks
Computer science teachers 325 346 325 332 336 3.33 Good
Cyber security professionals  3.11 342 3.69 332 3.3 341 Good
Training college teachers 344 322 343 325 3.67 3.40 Good

2.2. Effectiveness of module based CSLP in augmenting cyber security competency

To evaluate the effectiveness of the module-based CSLP, the experimental group was assessed twice:
once prior to the intervention and again post-intervention, with no control group for comparison. A CSC scale,
consisting of 93 items (79 positive and 14 negative statements), was used for this purpose. A 3-point scoring
system was applied, with separate scoring methods for positive and negative items. Following a pilot study,
the scale was refined to 78 items (72 positive and 6 negative), covering nine dimensions of CSC. It was
retained for final validation process. The topic wise break up of number items in the scale as shown in Table 5.

The reliability of the scale was determined by calculating the value of Cronbach’s alpha and split-half
correlation coefficient of the revised scale. Reliability analysis demonstrated strong results, with a Cronbach’s
alpha of .906 and a split-half correlation coefficient of .851, indicating high internal consistency and
reliability. To further validate the scale, the investigators conducted confirmatory factor analysis (CFA) to
assess its construct validity. The results showed a strong model fit, with a Chi-square test (x?) value of 145.72
(p=-196), indicating statistical significance. Additionally, key fit indices, including a comparative fit index
(CFI) of .945, a Tucker—Lewis Index (TLI) of .927, and a root mean square error of approximation (RMSEA)
of .067, confirmed the scale’s validity. These metrics collectively indicate that the scale is both reliable and
highly effective in measuring CSC among prospective teachers.
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Table 5. Dimension wise break up of items in the scale
Final number

No Topics . Positive  Negative
of items

1 Social networking safety and security 9 9 0
2 Dealing with fake information 8 6 2
3 Mobile phone security and safety 10 9 1
4  Email and password security and safety 8 8 0
5 Managing digital footprint 8 7 1
6 Online privacy and Wi-Fi safety 8 7 1
7 Apps safety and security 10 10 0
8  Web conferencing safety 7 6 1
9  Digital learning resource safety and plagiarism and copyright infringement 10 10 0

Total 78 72 6

3. RESULTS AND DISCUSSION

The results of the pre-test and post-test were analyzed using both independent sample t-tests and
paired-sample t-tests to examine the effect of CSLP on CSC of prospective teachers. Additionally, Cohen’s d
was calculated to measure the effect size of the program’s impact. All statistical analyses were performed
using SPSS 23.0 software. The data from the pre-test and post-test scores are summarized in Table 6, which
shows a substantial increase in the participants’ competency levels following the intervention.

Table 6. Mean comparison CSC
Pre-test Post-test s
M, SD, M, SD, t(49) P r Cohen’s d
CSC 91.22 13.55 127.66 8.07 30.55 .00 .81** 4.32
N=50; **Significant at 0.01 level

Component

Table 6 highlights the significant difference between the mean scores of CSC before and after the
intervention. The pre-test mean score (M1=91.22, SD1=13.55) significantly increased to a post-test mean
score (M2=127.66, SD2=8.07) after the CSLP intervention. The results of the t-test [t(49)=30.55, p<.01]
confirm that this increase is statistically significant, indicating that the CSLP had a strong positive impact on
the participants' CSC. Moreover, the high correlation (r=.81, p<.01) between the pre- and post-test scores
suggests a consistent pattern of improvement across participants. The Cohen’s d value of 4.32, which is well
above the threshold of .80, demonstrates a very large effect size, confirming that the CSLP modules had a
substantial and meaningful impact on improving the cyber security skills of prospective teachers.

Table 7 reveals the mean comparison of pre and post test scores of CSC components. All nine
components of CSC showed statistically significant improvement from pre-test to post-test scores, indicating
the effectiveness of the CSLP in enhancing the cyber security awareness and practices of prospective
teachers. For social networking safety (SNS), the mean score increased from 11.68 (SD=1.67) to 15.70
(SD=1.47), with t(49)=18.88, r=.54, and Cohen’s d=2.67. Dealing with fake information (DWF) also showed
a rise from 9.36 (SD=2.45) to 13.02 (SD=1.59), t(49)=13.45, r=.62, d=1.90. Mobile phone security (MPS)
scores improved from 11.50 (SD=2.63) to 15.60 (SD=1.89), with t(49)=12.92, r=.55, and d=1.83. In the case
of managing digital footprint (MDF), the scores rose significantly from 8.48 (SD=2.30) to 13.08 (SD=1.66),
t(49)=19.81, r=.70, d=2.80. Online privacy and Wi-Fi safety (OWS) increased from 11.44 (SD=1.76) to 14.36
(SD=.74), t(49)=13.55, r=.51, d=1.92. Application safety (APS) showed marked improvement from 11.66
(SD=1.76) to 16.00 (SD=1.94), with t(49)=22.49, r=.74, d=3.18. Web conferencing safety (WCS) rose from
7.58 (SD=2.36) to 11.74 (SD=1.33), %(49)=15.66, r=.61, d=2.22. Digital learning resources safety (DRS)
scores increased from 10.56 (SD=2.95) to 15.22 (SD=2.17), t(49)=18.75, r=.80, d=2.65. Finally, email safety
(ELS) improved from 8.96 (SD=2.50) to 13.06 (SD=1.63), with t(49)=13.79, r=.55, and d=1.95. All the
results were statistically significant at p<.01, and the large effect sizes across all domains reflect the
substantial impact of the program on enhancing the CSC of prospective teachers.

The findings of this study offer compelling evidence on the efficacy of module-CSLPs in significantly
enhancing the cyber security competencies of prospective teachers. The statistically significant improvement in
mean scores, coupled with large effect sizes, highlights the transformative potential of structured and
pedagogically sound literacy programs in bridging the gap between digital engagement and responsible online
behavior. These results affirm and extend previous research suggesting that comprehensive, well-targeted
training interventions can meaningfully elevate awareness, understanding, and practice of cyber safety
[18], [19]. A critical differentiating strength of this study lies in its component-wise analysis, which provides a
deeper and more nuanced insight into the specific domains of cyber security competence impacted by the
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CSLP. Unlike many existing studies that offer only aggregated measures of program effectiveness, this
research identifies distinct gains across various components: SNS (Cohen’s d=2.67), DWF (1.90), MPS (1.83),
MDF (2.80), OWS (1.92), APS (3.18), WCS (2.22), DRS (2.65), and ELS (1.95). These substantial effect sizes
provide concrete evidence of the program’s holistic impact. Additionally, the strong correlations between pre-
and post-test scores (r=.51 to .81) further establish the reliability and internal consistency of the results [20].

Table 7. Mean comparison of CSC components

Pre-test Post-test i
M, SD; M, SD, t49) p r Cohen’s d

CSC components

SNS 11.68 1.67 1570 1.47 18.88 .00 .54** 2.67
DWF 936 245 13.02 156 1345 .00 .62%* 1.90
MPS 11.50 263 1560 1.89 1292 .00 .55%* 1.83
MDF 848 230 13.08 1.66 1981 .00 .70** 2.80
OWS 1144 176 1436 .74 13.55 .00 .51%** 1.92
APS 11.66 185 1600 194 2249 .00 .74** 3.18
WCS 758 236 11.74 133 15.668 .00 .61** 222
DRS 1056 295 1522 217 1875 .00 .80** 2.65
ELS 896 250 13.06 1.63 1379 .00 .55%* 1.95

N=50; **Significant at 0.01 level

Another unique contribution of this study is its application of the ADDIE instructional design
model in the development of the CSLP. While many earlier interventions lack a systematic instructional
design framework, this study’s adherence to the ADDIE model ensures that the program is both structured
and learner-centered. The use of this validated model contributes to creating engaging, responsive, and
outcome-oriented learning experiences, which directly influence learners’ competency development. This
approach aligns with instructional design research advocating for structured planning to optimize learning
outcomes [21], [22].

Meanwhile, the breadth and relevance of content covered in the CSLP is another defining feature
that amplifies its practical utility. Addressing a wide spectrum of themes from password safety and digital
footprints to application and email security, the CSLP reflects a holistic understanding of cyber safety as a
multifaceted competence. This comprehensive approach empowers prospective teachers not just to protect
themselves in digital environments but also to effectively educate and influence their future students toward
safer digital practices. Such integration of cyber ethics and safety into teacher education holds transformative
potential, as it instills a culture of cyber responsibility from the classroom outward [23], [24]. Furthermore,
this study emphasizes the critical role of teachers as digital role models and catalysts for behavioral change.
The improved competencies observed among participants suggest that empowering future educators with
digital literacy is essential in cultivating cyber-aware learning environments. It also emphasizes the need for
continuous professional development and recurrent interventions to keep pace with the evolving nature of
cyber threats and technologies. This proactive stance supports the development of lifelong learning mindsets
among educators, a crucial requirement in the context of 21st-century education [25], [26].

On a broader level, the implications of this research extend beyond teacher education. The findings
reaffirm the growing need for context-specific cyber security education across diverse professional settings.
As digital tools become ubiquitous, embedding CSLPs within educational and workplace curricula becomes
not just relevant but essential. Such initiatives help mitigate vulnerabilities, reduce risks, and promote a
culture of cyber resilience and responsible digital citizenship [27]-[30].

4. CONCLUSION

This study highlights the transformative impact of the CSLP in equipping prospective teachers with
essential competencies to navigate and thrive in an increasingly digital world. Grounded in the ADDIE
instructional design model and validated through a rigorous pre-experimental research design, the CSLP
proved to be both pedagogically robust and practically impactful. The statistically significant improvements
observed across all measured domain ranging from mobile safety and email security to digital footprint
management and web conferencing protocols targets the program’s holistic approach and learner-centered
focus. By enhancing the CSC of prospective teachers, the CSLP not only prepares them to act as digitally
responsible educators but also empowers them to serve as role models for promoting safer digital practices
among students. These ripple effects have the potential to foster a culture of cyber awareness and resilience
across educational institutions and communities.

The study advocates for the integration of structured, context-specific cyber safety education into
teacher preparation programs not as an optional addition, but as a foundational element of professional
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training. Furthermore, mainstreaming such programs across diverse sectors can address the growing digital
skill gap and contribute to building a safer, more informed digital society. In an era of rapidly evolving cyber
threats, continuous, scalable, and adaptive interventions like the CSLP are essential. Introducing such
initiatives within broader professional development frameworks will be crucial for safeguarding individuals
and institutions, ensuring that education remain a key force in cultivating cyber-aware, ethically sound, and
digitally resilient citizens for the 21st century.
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