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Cases of cyberbullying among high school students have become the center
of attention of educational institutions as a new form of bullying using
information technology. Many studies examine cyberbullying as a new form
of bullying. However, studies on school climate, social support, and social
self-efficacy in reducing cyberbullying behavior among high school students
are still limited. Therefore, this study investigates the effect of school climate,
social support, and social self-efficacy on cyberbullying behavior. This study
involved 290 high school students in three schools in Kupang City, Indonesia.
We used a simple random sampling technique to determine which respondents
were involved. SPSS version 20 and Amos 18 software were used to analyze
the data for this study. Data analysis in this study used structural equation
modeling (SEM) analysis. The study’s results revealed that school climate and
social self-efficacy significantly negatively affected high school students’
cyberbullying behavior. Meanwhile, social support has no direct influence on
students’ cyberbullying behavior. Social self-efficacy has also been shown to
mediate the effect of school climate on high school students’ cyberbullying
behavior. An in-depth discussion is presented in this paper to provide an
overview of the critical implications for educational practitioners.
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1. INTRODUCTION

Cases of bullying that occur in schools are still a concern of education practitioners, especially the
impact of bullying on students’ mental health [1]-[4]. Over the past few decades, there has been an increase in
the prevalence of bullying disorders among children and adolescents worldwide, with estimates ranging from
10-30% [5], [6]. In addition, the emergence of information technology in various social media platforms has
encouraged an increasing number of new bullying cases that utilize information technology [7]. New bullying
behaviors that use information technology media are often known as cyberbullying [8], [9]. According to
previous studies, between 46 and 88 percent of participants had personally witnessed cyberbullying [10]. Since
cyberbullying is a new form of bullying in the digital age, it has attracted the attention of scientists [3], [11]-
[13]. Many of their studies try to see how cyberbullying can happen.

Cyberbullying behavior has offered someone to use new technology as a means to intimidate others
[14], [15]. The incidence of bullying has skyrocketed along with the expansion of communication and
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information networks [15], [16]. For obvious reasons, this is the case, as indirect bullying is generally
considered the safest and most enjoyable alternative to more overt forms of harassment. Bullies have complete
anonymity to terrorize their victims [17]. In addition, they can quickly disseminate bullying to everyone
through open virtual media [17]. The primary reason why cyberbullying often occurs is that it is associated
with the proliferation of social media [18]. Those who engage in cyberbullying are likely to have problems
with the problematic use of social media. That is, cyberbullies cannot control social media use and spend too
much time on it, which negatively impacts relationships and real life [19].

Referring to Social Cognitive Theory (SCT) that individual behavior is influenced by personal and
environmental factors [20]. Cyberbullying behavior is also influenced by two personal and environmental
dimensions. In the school context, school climate is an essential factor in the emergence of cases of bullying
[21]-[23]. Bullying is more likely to occur in schools with a lousy climate [24]. Other scholars also revealed
that more bullying occurs in schools with a more hostile atmosphere and a more positive school climate
resulting in lower bullying incidents [25]-[27]. Students who participate in bullying as perpetrators, victims,
or both have more negative perceptions of school climate, although these perceptions depend on the specific
aspects of the school climate examined [28]. Therefore, creating a positive and conducive school climate is
essential for stakeholders. If schools succeed in building a good climate, it will encourage the creation of a
good environment and, in the long run, reduce cases of cyberbullying in schools.

It is not just the school climate that needs attention to reduce cyberbullying cases. Other aspects, such
as social support, are also very vital. In previous studies, social support is often mentioned as a factor that
triggers cases of cyberbullying [29], [30]. Empirically, social support has been shown to correlate negatively
with cyberbullying involvement variables [31], [32]. Other studies also state that low social support can
increase the chances of cyberbullying [30]. Students can become victims of cyberbullying if they have low
self-esteem, low social support, and low social self-efficacy [33]. In addition, higher parental consent is
associated with a lower risk of involvement in cyberbullying [34].

In other evidence, cyberbullying victims often struggle with social skills and peer relationships.
Students who experience difficulties in interpersonal relationships outside of school are more likely to be
targets of cyberbullying, even though using ICT as a means of communication is common [35]. A lack of social
skills can cause people to act insensitive toward others or get out of control emotionally [36]. In addition,
antisocial behavior is often associated with poor social skills. That is why it is so important for schools to focus
on teaching student’s strong interpersonal skills. If someone has high social self-efficacy, they will develop
this ability or social intelligence. Social self-efficacy is an additional social aspect that describes how
adolescents’ beliefs perceive their social position and resources. According to previous studies, individuals
with high social self-efficacy form positive peer relationships. Conversely, negative peer relationships result
from low social self-efficacy [37].

Several studies have found a correlation between poor social skills and bullying behavior [38], [39].
Lack of appropriate social skills and interpersonal difficulties in communicating with peers and close friends
can increase the likelihood of becoming a victim of cyberbullying [40]. However, other studies have shown
contradictory results, namely that there is no relationship between the level of social skills and cyberbullying
among high school students [41]. Different findings are also shown by Savage and Tokunaga [42], someone
with low social skills is not a reliable predictor of engaging in cyberbullying. This means there is still
uncertainty about the role of social self-efficacy in predicting student cyberbullying behavior.

Referring to existing literature and previous empirical studies, the role of school climate, social
support, and social self-efficacy has been separately discussed in students’ cyberbullying behavior. Until
now, we have not found studies that integratively examine the involvement of school climate, social support,
and social self-efficacy in cyberbullying behavior among high school students. Therefore, this study
investigates the effect of school climate, social support, and social self-efficacy on cyberbullying behavior.
In addition, we also examine the mediating role of social self-efficacy on the impact of school climate and
social support on high school students” cyberbullying behavior. This study is expected to be a reference for
the literature to reduce cyberbullying behavior in schools. The conceptual model of this study is shown in
Figure 1.

Based on the relationship between each of the important factors that influence cyberbullying behavior
shown in Figure 1, we have several hypotheses in this study: i) school climate has a negative effect on
cyberbullying behavior of high school students; ii) social support has a negative effect on cyberbullying
behavior of high school students; iii) social self-efficacy has a negative effect on high school students’
cyberbullying behavior; iv) social self-efficacy mediates the effect of school climate on high school
students’ cyberbullying behavior; and v) social self-efficacy mediates the effects of social support on high
school students’ cyberbullying behavior.
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Figure 1. Conceptual model

2. RESEARCH METHOD

This study uses a quantitative research approach. Quantitative research emphasizes objective
phenomena related to cyberbullying which are studied through quantitative data collection and statistical
analysis [43], [44]. Specifically, this study uses ex-post facto research to find one or more effects (dependent
variable) and examines the data by tracing back and looking at the factors that cause, relate, and interpret [45].
Public senior high school students at three schools in Kupang City, East Nusa Tenggara Province, Indonesia
were involved in this study. The total student population is 480 and the sample size is 290 [46]. There were
290 students filled out the questionnaire completely. Selection of respondents using a simple random sampling
technique. The age of the students ranged from 15 to 20 years (M=16.71 years, SD=0.873 years). The students
involved included 103 male students (35.5%) and 187 female students (64.5%); 35 students from grade 1, 98
students from grade 2, and 157 from grade 3.

Data collection used an online-based self-administered questionnaire method. The questionnaire was
developed online using the Google Form platform. The use of Google Forms allows the distribution of data to
be easier and faster. One of the counseling guidance teachers at each school helped distribute the online
questionnaire link to students at their school via the WhatsApp Group. Completing the complete questionnaire
takes approximately 10 minutes.

The Inventory of School Climate questionnaire [47] was used to determine students' impressions of
school climate. This study uses three of the ten indicators of the original questionnaire with a total of 14 items:
consistency and clarity of rules and expectations (5 items; for example, if some students are acting up in class,
the teacher will do something about it), positive peer interactions (5 items; for example, students get to know
each other well in classes), and support for cultural pluralism (4 items; for instance, your teachers show that
they think it is essential for students of different races and cultures at your school to get along with each other).
This questionnaire uses five Likert scales ranging from strongly agree (5) to strongly disagree (1).

Student social support data is disclosed using the Social Support Questionnaire [48]. This
questionnaire measures students’ opinions of their social support from various sources, including help from
family, friends, and significant others support. There are a total of 12 questions, with four questions for each
source of support. Four items for family support (for instance, my family tries to help me), four articles for
friend support (for example: my friends try to help me), and four things for significant other support (for
instance, there is a particular person who is around when | am in need). This questionnaire uses five Likert
scales ranging from strongly agree (5) to strongly disagree (1).

We used the social self-efficacy questionnaire [49], [50], which we have developed. This
questionnaire expresses students' beliefs about their ability to establish social relationships with peers. The
original questionnaire consisted of 24 items consisting of 8 academic self-efficacy items, eight social self-
efficacy items, and eight emotional self-efficacy items. However, this study only uses social self-efficacy
indicators to adjust study objectives. The number of items used in the social self-efficacy questionnaire is eight
(for instance, how well can you express your opinion when other classmates disagree with you?). This
questionnaire uses a Likert scale with five alternative answers consisting of very well (5), moderately well (4),
neutral (3), not too well (2), and not at all (1).

Finally, we used the cyberbullying behavior questionnaire [51] to measure students’ perceptions of
cyberbullying behavior. This questionnaire measures students’ exposure to cyberbullying through internet-
based media, cell phones, email, and other means. There are a total of 11 questions in this questionnaire. This
questionnaire uses a Likert scale with five possible answers, namely never (5), rarely (4), sometimes (3), often
(2), and very often (1).
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The results of the validity and reliability tests on the school climate, social support, social self-efficacy,
and cyberbullying behavior questionnaires are shown in Table 1. The results of validity measurements on all
questionnaires show valid (0.324**~0.981**) and reliable (0.900~0.986) can be shown in Table 1. These
findings indicate that the questionnaire accurately measures students' perceptions of school climate, social
support, social self-efficacy, and cyberbullying behavior.

Table 1. Validity and reliability of the questionnaire

Variables Validity Reliability
School climate 0.909**~0.917** 0.900
Social support 0.910**~0.967** 0.934

Social self-efficacy 0.324**~(0.950** 0.948
Cyberbullying behavior  0.631**~0.981** 0.986
*** \Very small p-value (less than 0.001)

In the first step of data analysis, we used SPSS version 20 to test the validity and reliability of the
items for each variable. In addition, we also use structural equation modeling (SEM) analysis with Amos 18
software to test models and hypotheses. In the first stage, a study was performed to test the fit model by
referring to the appropriate model criteria [52], [53]. Furthermore, using a significance level of 0.05, the
research hypothesis was investigated by testing the acquisition of p values on the regression path. If the p-value
is more than 0.05, the hypothesis is rejected; accepted if the p-value is less than 0.05. Testing the relevance of
the role of social self-efficacy mediators in this study model utilizes the estimated bootstrapping confidence
interval technique. This study uses 200 bootstrap samples with a 90% confidence level.

3. RESULTS

According to the findings of this study, the respondents comprised 290 pupils attending three high
schools located in Kupang City, East Nusa Tenggara Province, Indonesia. Most respondents were in the third
grade. The information for this study was gathered via an online survey. Additional comprehensive respondent
descriptive data pertaining to the subjects of the research is displayed in Table 2.

Table 2. Respondents’ descriptive data

Attribute Categories N %
Gender Male 103 355
Female 187 645
Degree 1st grade 35 121

2nd grade 98 338
3ndgrade 157 54.1

Age 15yearsold 11 38
l6yearsold 119 41
17 yearsold 115 39.7
18yearsold 36 124

19 years old 7 24

20 years old 2 0.7

Internet usage frequency  1-3 hours 119 41
4-6 hours 94 324

7-9 hours 28 9.7

3.1. SEM analysis of cyberbullying behavior

Furthermore, before we test the hypothesis of this study, it is necessary to test the model’s fit. The
results of the path model fit index test are shown in Figure 2 with the acquisition of the following criteria
(y2/df=4.760, RMSEA=0.074, CFI1=0.920, GFI=0.900, TLI=0.890, AGFI=0.900, and RMR=0.042). That is,
when referring to the criteria for the fi model, the test results can be concluded that the model can be accepted
as a good fit model [52], [54].

In the next step, we test the hypothesis on the path model developed. Using the p-values as benchmarks
in each regression line, we investigated the study hypotheses to establish the significance of the effect of
exogenous variables on endogenous variables. Testing the hypothesis of this study was separated into two
categories, namely the direct effect hypothesis and the indirect effect hypothesis. The results of testing the
direct effect on the study model are shown in Table 3. The first hypothesis test aims to prove the effect of
school climate on cyberbullying behavior of high school students. The results of the first hypothesis test show
that school climate has a negative impact on high school students’ cyberbullying behavior (estimate=-0.495;
p-value=***; hypothesis 1 is accepted). Similar findings were also shown in testing the third hypothesis, which
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proved that social self-efficacy has a negative effect on high school students’ cyberbullying behavior
(estimate=-0.413; p-value= ***; hypothesis 3 is accepted). Different results were shown in testing the second
hypothesis, which showed that social support did not significantly negatively affect high school students'
cyberbullying behavior (estimate=-0.014; p-value= 0.631; hypothesis 2 was rejected).

Figure 2. SEM analysis results

Table 3. The results of the path analysis among variables (standardized regression weights)

Estimate  S.E. C.R. P
School climate - Cyberbullying behavior -0.495 0.224 -5404  ***
Social support = Cyberbullying behavior -0.014  0.095 -0.48 0.631
Social self-efficacy - Cyberbullying behavior ~ -0.413 0.093 -4.633  ***
School climate = Social self-efficacy 0.974 0.046 50.045  ***
Social support > Social self-efficacy -0.026 0.06 -1.348 0.178

Note. *** = Correlation is significant at the 0.001 level

Furthermore, we use the estimated bootstrapping confidence interval to examine the role of social
mediation of self-efficacy in this study model. There were 200 bootstrap samples with a 90% confidence level
used in the mediation significance test. The results of testing the role of social self-efficacy mediators on the
effects of school climate and social support on cyberbullying behavior of high school students are shown in
Table 4. The fourth hypothesis test shows that social self-efficacy mediates a significant negative effect of
school climate on cyberbullying behavior of high school students (estimate=-0.402; p-value=0.009; confidence
interval (CI)) =-0.597~-0.228; hypothesis 4 is accepted). Finally, the fifth hypothesis test proved that social
self-efficacy did not significantly mediate the effect of social support on high school students' cyberbullying
behavior (estimate=0.011; p-value=0.128; Cl=-0.001~0.031; hypothesis 4 is rejected).

Table 4. The result of bootstrapping in testing the mediator social self-efficacy

Path SC>CB SS>CB SSE>CB SC->SSE SS->SSE
Standardized direct effect Estimate  -0.495 -0.014 -0.413 0.974 -0.026
P-value  0.009 0.716 0.010 0.007 0.163

Standardized indirect effect (SSE mediator)  Estimate  -0.402 0.011
P-value  0.009 0.128
Standardized total effect Estimate -0.897 -0.003 -0.413 0.974 -0.026
P-value  0.009 0.883 0.010 0.007 0.163
Note: SC = school climate; SS= social support; SSE= social self-efficacy; CB= cyberbullying behavior

4. DISCUSSION

New forms of bullying, known as cyberbullying, have emerged directly from the proliferation of
electronic entertainment and communication technologies. Various studies have shown that the rise of ICTs
has led to an increase in the incidence of bullying involving these tools [16], [55]. The negative impacts arising
from cyberbullying have encouraged educational practitioners to try to reduce the occurrence of cyberbullying
in the school environment [56]. Even though many academic studies have addressed the problem of
cyberbullying in the classroom, it is still a severe problem. However, how the role of school climate, social
support, and social self-efficacy all interact to influence the tendency of high school students to engage in
cyberbullying behavior still needs to be clarified. Therefore, this study aims to analyze the influence of high school
students' school climate, social support, and social self-efficacy on their participation in cyberbullying behavior.
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The results of our study reveal that two antecedent factors directly influence high school students’
cyberbullying behavior, namely school climate, and social self-efficacy. The first hypothesis test proves that
school climate has a direct negative effect on cyberbullying behavior. This finding means that a positive school
climate encourages a reduction in high school students' cyberbullying behavior. This is consistent with previous
studies, which revealed that cyberbullying often occurs in adverse school environments and unsafe and
comfortable school situations [26], [27]. In addition, a positive school atmosphere can reduce bullying and
violence, such as threats and physical violence [57], [58]. To minimize cases of cyberbullying, schools must
foster an atmosphere characterized by consistency and clarity of norms and expectations, positive peer
interactions, and support for cultural heterogeneity. When a student perceives his school as a safe place with
consistent rules, fewer students bully others, and fewer children are harassed [59]. Collecting violation points
to enforce school discipline is essential for controlling negative behavior and student violations.

Other findings in this study prove that social self-efficacy is an essential predictor of the emergence
of high school students’ cyberbullying behavior. Social self-efficacy directly has a negative effect on students’
cyberbullying behavior. This means that the higher students’ beliefs about their social relations abilities will
reduce cyberbullying behavior at school. Social self-efficacy will encourage creating positive relationships
between students and their friends to avoid potential acts of bullying. These results are relevant to previous
studies, which state that students who have interpersonal interaction problems outside of school are more likely
to experience cyberbullying [35]. Research has shown that people with high social self-efficacy have good
relationships with their peers. On the other hand, low social self-efficacy leads to poor relationships with peers [37].
This result also refutes previous studies which state that individuals who have low social skills are not reliable
predictors of engaging in cyberbullying [42]. The concept of social self-efficacy is defined as students’ beliefs
in their own ability to succeed in new tasks or in new situations, beliefs related to self-understanding, self-
confidence, social reflection, and feelings about how competent they are in dealing with their environment.
Motivating students to believe in their own ability to form and maintain healthy relationships is very important.
Students with poor interpersonal skills are more likely to be involved in cyberbullying incidents as victims or
bullies. In this context, education can play a role in helping students develop a sense of social self-efficacy.
Having confidence in one's abilities is very important to get through difficult situations [60].

This study has also confirmed that students’ social support has no significant direct effect on students’
cyberbullying behavior. The social support they feel from family, friends, and significant others do not play an
essential role in student cyberbullying behavior. Of course, these findings differ from previous studies, which
state that cyberbullying is more likely to occur when inadequate social support [30]. Cyberbullying behavior,
such as posting demeaning comments or hateful words, demeaning or unwanted images without their consent
or knowledge, embarrassing or threatening others via cell phone messages, and other harassing behavior in
digital form is not due to the lack of social support they feel. Even though the results of this study state that
social support does not significantly affect students’ cyberbullying behavior, teachers must still try to build
their social support in the learning process.

Furthermore, the mediating role of social self-efficacy is only proven to strengthen the effect of school
climate on high school students’ cyberbullying behavior. The higher the students” beliefs regarding their social
skills, the more significant the negative impact of the school climate on their cyberbullying behavior. The type
of mediation role for this finding is partial mediation. To have partial mediation between the independent
(school climate) and dependent (cyberbullying behavior) variables, both the mediator (social self-efficacy) and
the dependent (cyberbullying behavior) must have a substantial relationship. Social self-efficacy’s contribution
to school climate’s effect significantly reduces high school students’ cyberbullying behavior. Apart from
creating a pleasant school atmosphere through clear and consistent application of school rules, positive peer
interactions, and mutual respect for differences, it is essential to develop students’ social self-efficacy. Students
with a reasonable opinion about their social relationship skills will create healthy peer relationships.
Cyberbullying will be less likely to occur if healthy relationships are formed between colleagues.

Meanwhile, social self-efficacy was not proven to mediate the effects of social support on high school
students' cyberbullying behavior. The findings of this study are reasonable, considering that social support has
also been shown to have no direct effect on either social self-efficacy or students’ cyberbullying behavior. The
results of this study contrast with previous studies, which state that self-efficacy can mediate between
environmental factors and behavior [61]. When compared to the school climate, social support does not have
a significant impact on reducing student cyberbullying behavior. This means that building a positive school
environment or climate is vital in strengthening social self-efficacy while reducing student cyberbullying
behavior. Ultimately, it is expected to minimize cyberbullying among high school students. The results of this
study also provide important implications for educational practitioners, especially teachers, to build a fun and
safe learning environment for students. In addition, various programs to monitor harmful social media use must
be carried out. At least, through this monitoring program, it is hoped that students will be aware of the positive
use of media and avoid online intimidation of their friends.
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5. CONCLUSION

This study strengthens the framework of social cognitive theory and contributes significantly to the
cyberbullying treatment literature. In short, creating a positive school climate that includes consistency and
clarity of rules, positive peer interactions, and support for cultural pluralism is necessary to reduce cases of
cyberbullying in schools. In addition, strengthening students’ social self-efficacy is of particular concern to
improve their social skills when interacting with friends through offline and online communication.
Meanwhile, social support has been shown to significantly not predict high school students’ cyberbullying
behavior. Therefore, this study provides a solid basis for further empirical research and designing future
intervention programs to promote the reduction of student cyberbullying behavior.

We realize that this research is not without limitations. First, the research design has limitations. This
study relied on self-report data. Therefore, the validity of the information may be potentially undermined by
several factors, such as careless responses, consent, social desirability effects, and intentional exaggerations of
responses. Future studies should seek to combine reports from multiple sources, such as teachers, parents, and
classmates, to increase the reliability of the data provided. In addition, all students in this research sample are
from public schools in Indonesia. This means that the location and socioeconomic status of the participants
may limit how widely the results can be generalized. In the future, researchers should try to get samples from
all over the world.
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