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 The surge of information in the digital age has impacted social problems. 

Accordingly, digital citizenship had been discussed mostly within topics 

related to digital security, IT education. A systematic review is needed to 

provide an overview for educators and policymakers in Indonesia to address 

ethical and technical issues to improve the online environment safely. 

However, there are limited studies that systematically review the existing 

literature on implementing digital citizenship in Indonesia. The present study 

was guided by PRISMA review protocol using three databases, i.e., Scopus, 

Google Scholars, and ProQuest, concerned with digital citizenship, digital 

competence, digital literacy, and information and communications technology 

(ICT) skills. There were 205 articles screened; this study obtained 20 articles 

that fit the predetermined inclusion criteria. This study used content analysis 

to encode, organize categories, and develop the themes. Based on the thematic 

analysis, this study has three main themes namely digital readiness, digital 

citizenship competencies, and educational policies. This review contributes to 

the existing literature by providing direction to future study and embedded 

digital citizenship competencies in the educational setting as a catalyst for a 

new literacy. 
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1. INTRODUCTION 

Over a few decades, the expansion of the internet in Indonesia has rapidly increased. In early 2019, 

from 264.16 million Indonesians, more than 171.17 million people used the internet to support their daily 

activities [1]. With its vast area and population, Indonesia has a large digital community that struggles to 

provide digital equality for all. For instance, people in urban areas tend to obtain high-speed internet access 

compared to residents in rural areas. The digital divide phenomenon was striking between the West and the 

East. Western regions such as Java, Sumatra, and Borneo dominate with 83.6% of internet use while the Eastern 

region was only 16.4% [1]. 

Indonesia has struggled with some threats of technology use, such as cybersecurity [2], [3], 

pornography [4], plagiarism [5], [6], and cyberbullying [7]–[9]. The government provides regulation to protect 

digital security namely Law Number 11/2008 on Information and Electronic Transaction (UU ITE). UU ITE 

aims to supervise online activities and combat cybercrime, such as hacking, malware, and fraud transactions. 

https://creativecommons.org/licenses/by-sa/4.0/
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Furthermore, a cybersecurity agency was established to improve internet security [10]. Nonetheless, criticism 

of this rule has been widely addressed because it can be used to limit free speech [11], [12].  

Literature pays attention regarding the integration of educational technology in vary. It is widely 

known that the internet promotes education beyond geographical and time boundaries [13], [14]. As integrating 

technology in education, learning culture has shifted from face-to-face to virtual learning. Within the digital 

environment, students join in an online course to receive materials, present their tasks, or do an exam without 

leaving their house. Moreover, the internet is beneficial to simplify school administration and to provide ease 

of school interaction with parents to supervise students [15], [16]. Nevertheless, it is essential to understand 

that although technology brings advantages within educational practices, it is easy to see misuse and abuse of 

technology in a school setting due to the lack of awareness and education regarding technology use. 

The digital citizenship concept has emerged during the last few decades from experts who have sought 

to create a framework for the effective use of technology [17]–[20]. One of the interminable discussions is the 

relationship between technological competence and citizenship characteristics [21]. Digital citizenship is 

considered the ability to uncover information and interact with people digitally, which requires the skills to 

evaluate information and realize the consequences in a responsible manner. Moreover, digital citizenship 

focuses on utilizing digital tools to build civic engagement and solve physical or virtual problems. The most 

important thing is how to be an informed citizen who knows the priority between online and offline life [22]. 

Digital citizenship can be interpreted as a set of abilities needed by someone to conduct activities in the context 

of the digital environment appropriately and maintain a balance between the lives both online and offline.  

Scholars predict that global society will continue to change because of technological penetration in 

society [23]–[26]. The learning community must provide guidance and strategies for students, teachers, and 

parents on how to respond and solve problems caused by the presence of technology [20]. Among the previous 

study, it is pointed out its role in the optimization of guidance related to responsibly using technology. Due to 

some reasons such as rapid utilization of technology to fulfill individual’s need and rights, especially in the 

educational setting, it is necessary to conduct a review to allow suggesting directions in ensuring appropriate 

behaviors with contemporary digital tools. However, there is a limited study that systematically reviews the 

existing literature on implementing digital citizenship in Indonesia. Accordingly, this study chose a systematic 

literature review because it offers a detailed analysis of the existing research that replicable and transparent 

process as well as to improve the body of knowledge of digital citizenship in developing countries context. 

This study aims to identify research gaps to convey an understanding and contribute to the discourse on digital 

citizenship practice in the educational sphere. By preparing a systematic review, the result will help teachers, 

educational principals, researchers, and policymakers to prepare appropriate strategies in integrating digital 

citizenship in the curriculum.  

Generally, the current study aims to explore digital citizenship discourse in Indonesia. The result is 

expected to provide a theoretical stance that helps teachers, school principals, parents, policymakers, and other 

stakeholders address them in educational settings. The study is driven by the main question: How does the 

current literature inform us of digital citizenship in Indonesia? Specific research questions emerged: i) What 

are the main dimensions of digital citizenship that mostly mentioned?; and ii) What are the main challenges of 

the development of digital citizenship in Indonesia? 

 

 

2. RESEARCH METHOD 

This study employed preferred reporting items for the systematic review and meta-analysis (PRISMA) 

approach [27]. Initially, PRISMA was developed for clinicians but it was widely adopted in various research 

fields, especially for evaluation studies and interventions [28], [29]. A systematic review had different 

characteristics compared to a meta-analysis. In a systematic review, a study was guided by formulated 

questions "to identify, select, and critically appraise relevant research, and to collect and analyze data from the 

studies that are included in the review" without a statistical approach [29]. Furthermore, this review focused 

on research trends in digital citizenship in Indonesia. Studies on technological settings that did not relate to the 

issue - the use of digital technology responsibly - were not considered. 

 

2.1. Data sources 

Several databases are familiar to scholars in Indonesia, i.e., Scopus, Google Scholars, and ProQuest. 

Digital citizenship was often interchangeably used with other terms, such as digital literacy and digital 

competence, in particular, to describe the ability of digital technology use. This study determined search 

keywords using these terms; digital citizenship, digital literacy, digital competence, and ICT skills. Therefore, 

this study used these keywords in each of the databases following Boolean search action as:  
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(TITLE-ABS-KEY ("digital citizenship") OR TITLE-ABS-KEY ("digital literacy*") OR TITLE-ABS-KEY 

("digital competence*") OR TITLE-ABS-KEY ("ICT skill*") AND TITLE-ABS-KEY ("Indonesia") AND 

DOCTYPE (ar) AND PUBYEAR > 2015 

This study found scientific resources abundantly. Thus, determining the appropriate keywords was 

imperative. Each database had a feature that facilitates the search process. This study used the “advanced 

search” to filter findings based on predefined inclusion criteria.  

 

2.2. Inclusion and exclusion criteria for selection of publications 

This study limited the criteria in the databases to determine that all included articles were appropriate 

to answer the research question "What does reference tell us about digital citizenship in Indonesia?" This study 

employed the following restrictions: 

i) Published between January 1, 2015, and December 30, 2020. The selection of this date range was based 

on the findings of empirical research on digital citizenship that began to be widely conducted after 2015. 

ii) Focused on technology usage behavior 

iii) Published in an academic journal or conference paper 

iv) Peer-reviewed 

v) The research site was located in Indonesia 

There were some reasons for applying the limitations of the criteria. First, although the concept of 

digital citizenship is a new issue in Indonesia, articles containing discussions about digital citizens, including 

digital skills and preparation for the use of ICT, were found in numerous databases. Second, Indonesian 

researchers tend to publish in conference papers compared to an academic journal. Third, digital citizenship 

studies in Indonesia may be a part of studies in a full disciplinary field. 

 

2.3. Screening and eligibility assessment for data analysis 

This study conducted several stages based on the inclusion criteria. Firstly, all articles that fitted with 

the criteria were screened. Secondly, the abstracts of the article section were screened to ensure relevance to 

the research objectives. Thirdly, this study conducted an in-depth reading of the full text of each article.  

Table 1 shows the articles that exactly fitted the criteria were grouped following some codes: database, type of 

document, language for publishing, study field, method, and year of publication. This study developed the 

thematic code for the articles after they were confirmed to the criteria mentioned. The review process was 

continued by conducting a content analysis consisting of major findings [30]. This stage aimed to provide an 

overview of general discourses about digital citizenship. Finally, this study elaborated on the findings to answer 

research questions in line with highlighting the scope of digital citizenship in Indonesia.  

 

 

Table 1. Characteristics of included studies (N=20) 
Characteristics Number of articles 

Database  
Google Scholar 11 

Scopus 8 

ProQuest 1 
Type  

Journal article 15 

Conference paper 5 
Language  

English 7 

Indonesian 13 
Study Field  

Education 13 

Computer sciences 3 
Social politics 4 

Methods*  

Interview 9 
Document analysis 8 

Survey 9 

Observation 3 
Year of publication  

2015 2 

2016 2 
2017 0 

2018 9 

2019 4 
2020 3 

*Some research used more than one method 
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2.4. PRISMA flow diagram 

The use of appropriate protocols is essential to maintain accountability, trustworthiness, and 

transparency in determining what was done, discovered, and reported [27], [29]. PRISMA flow diagram 

contains a checklist that assists researchers to ensure each of the stages following the guidelines. Moreover, it 

is beneficial for reducing selection and conclusion bias. As mentioned earlier, the flow of managing 

information consists of screening and inclusion of various documents found. Figure 1 shows that this study 

obtained 205 articles consisting of journals and conference papers in largely study fields such as education, 

social politics, and computer sciences. Out of these, 83 articles were published in more than one database so 

that 122 articles were screened. This study’s researchers read the title and abstract then found 78 articles did 

not fit the inclusion criteria. Therefore, only 44 articles qualified for the full-text screening process. As a result, 

this study examined 20 articles using content analysis based on some reasons: i) Has a context regarding the 

problem of technology use; ii) Contains elements of digital citizenship; iii) Is the latest publication from each 

author; iv) Is a peer-reviewed article. Then, the quality appraisal based on the article’s quality was conducted 

as suggested by Petticrew and Roberts [31]. All articles were assessed by two experts to categorize them into 

three groups, namely high, moderate, and low. This process had categorized eight articles as high and 12 

articles as moderate. Accordingly, 20 articles should be reviewed. 

 

 

 
 

Figure 1. PRISMA flow diagram for systematic review 

 

 

3. RESULTS AND DISCUSSION 

This study employed qualitative content analysis to construct a general picture of digital citizenship 

discourse in Indonesia. It was started to reveal the main concept in each article. One article might have more 

than one main concept and there is no limit to the number of articles for each concept that appears. Each main 

concept reflects the dimensions that are the focus of the development of digital citizenship. Table 2 shows that 

there are eleven dimensions of digital citizenship: digital literacy, digital ethics, digital access, digital 

immigrant, digital native, digital participation, digital competence, digital commerce, online safety, ICT skill, 

and ICT awareness. From the result, digital literacy is mostly discussed (nine articles), followed by digital 

ethics (four articles), and ICT skill (four articles). Such literacies close to new literacy and skills for 21st-

century learning promoted by educational institutions and researchers. Organisation for Economic Cooperation 

and Development (OECD) constitutes three dimensions, namely: information, communication, and ethics and 

social as competency needs in the 21st-century [32], while Chu, et al. illustrate ten skills comprised on four 

categories, including ways of thinking, ways of working, tools for working, and living in the world [33]. The 

Partnership for 21 Century Skills (P21) conceptualizes a framework that illustrates the skills and knowledge 

students need to achieve success in work and life in the 21st-century. Also, this framework is expected to 

provide support for the construction of 21st-century learning outcomes [34]. The framework is divided into 

three categories. First, students need learning and innovation skills, which consist of critical thinking and 

problem solving, creativity and innovation, communication, and collaboration [35]. The three categories are 

well-known as 4Cs, including critical thinking, communication, collaboration, and creativity [36].  

Through thematic analysis, the similar categories found in several articles are grouped to develop 

themes. The development of these themes helps construct a general picture of digital citizenship trends in 

Indonesia. The results of the analysis emerged three major themes: digital readiness, digital citizenship 

competence, civic education. Table 3 illustrates the distribution of included articles in each theme. 
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Table 2. The main concept of digital citizenship in Indonesia 
Main concept Number of articles 

Digital literacy 9 
Digital ethics 4 

Digital access 3 

Digital immigrant 3 
Digital native 2 

Digital participation 3 

Digital competence 3 
Digital commerce 3 

Online safety 3 

ICT skill 4 
ICT awareness 1 

Note: Some studies have more than one key concept 

 

 

Table 3. Distribution of included articles in each theme 
Theme Number of articles 

Digital readiness 11 

Digital citizenship competence 15 
Educational policies 3 

Note: All themes emerged in more than one study  

 
 

3.1. Digital readiness 

Unfortunately, a rapid wave of information is not followed by a willingness to provide an appropriate 

response. One of the reasons, Gayatri, et al. [37] mentioned that there is inequality of technological access in 

Indonesia, dominated by urban compared to remote areas. Unpreparedness was also influenced by alternations 

between two consecutive generations that have grown up in different technological eras. Therefore, studies 

underlined that the use of technology had less impact on productivity. On the contrary, the findings of some 

studies illustrated the existence of irresponsible behavior patterns. 

Initially, some researchers focused on patterns of internet use in Indonesia, such as digital owned 

devices and the length of internet use [38]–[40]. Furthermore, researchers investigated various improper uses 

of technology. Rahmawati, et al. [41] found the phenomenon of spreading fake news, well-known as hoaxes, 

which is distributed on social media massively. Sari, Rejekiningsih, Muchtarom [42], and Benazria [43] 

conducted studies about using the internet and social media. They found that users, including adolescents, had 

been trapped in disinformation, cyberbullying, and pornography. Hoaxes on social media became the main 

focus of several studies as well as the amount of access to pornography and game addiction [44]. With the type 

of internet usage that was mobile-addicted, Triastuti [39] explained that the frequency of internet usage through 

smartphones was more dominant than other digital devices. One study from Gayatri, et al. [37] revealed that it 

is easy for everyone to obtain pornographic content and engage in cyberbullying. 

Readiness in using technology could be assessed on the users’ age. Using the framework from Prensky 

[45], two groups were examined, namely digital natives and digital immigrants, which showed differences in 

technical and cognitive competition. Rahmawati, et al. [41] conducted a qualitative study on village principals 

in five cities across different provinces. They concluded that digital immigrants dominated the principals. 

Accordingly, they felt a lack of experience in using the internet. They were also helpless to counter the rush of 

misinformation and disinformation that circulates on social media. Kurniawati, Maolida, and Anjaniputra [46] 

examined teacher’s readiness to use digital learning tools. They found that the digital native’s teachers were 

unprepared to integrate instructional media and teaching practices. Conversely, digital immigrant teachers had 

increased their digital literacy, especially in utilizing digital tools to support their pedagogical abilities. 

 

3.2. Digital citizenship competence 

To understand the concept of digital citizenship applied in Indonesia, this study identified some 

conceptual frameworks that guided each research. During this process, there was one most-employed 

framework, the nine elements of digital citizenship from Ribble [20]. However, other studies also showed that 

digital citizenship is not limited to individual capability and represented social-political movements. 

Researchers often used the framework of Ribble to guide the process of finding data. From all included 

articles, nine elements of digital citizenship were applied in five articles to frame digital citizenship 

competencies. Ribble [20] promoted digital citizenship as "norms of appropriate and responsible behavior 

concerning technology use," which consists of digital access, digital etiquette, digital literacy, digital 

communication, digital commerce, digital law, digital rights and responsibilities, digital security, digital health, 

and welfare. In several studies that used Ribble’s work, digital literacy was an interesting dominant element to 

be observed [43], [47].  
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Armawi and Wahidin [44] conducted a study to explore the implementation of digital citizenship in 

school and the impact on student resilience. They discovered that the concepts of digital access, digital literacy, 

and digital commerce became the focus of strengthening digital citizenship to students in two senior high 

schools in Semarang, Central Java. Suryati and Harmanto [48] studied a technology infrastructure improvement 

program developed by the city government of Surabaya, Indonesia. They found digital access as a catalyst to 

increase digital citizenship to the residents. Accordingly, improving internet access and training to the 

community would enhance digital literacy, digital ethics, and digital commerce. 

Internet users had the responsibility to evaluate the information that they obtained. Pradana [47] 

conducted a study using a qualitative approach and revealed that digital literacy aspects are essential to help 

internet users identify information rationally. Digital literacy was the first foundation to become an internet-

responsible citizen. Benaziria [43] recommended digital literacy as a crucial component in the development of 

digital citizenship. Digital literacy was intended to show personal credibility and use digital media and the 

internet safely, responsibly, and ethically. 

With the breadth of access and opportunities involved in various issues and policies, digital citizens 

used forums and digital media as channels to express ideas, opinions, and criticism to the government. Yue, 

Nekmat, and Beta [49] explored social movement patterns in women's groups in Singapore and Indonesia. 

They uncovered that Indonesian women used social media to collectively mobilize groups and entrepreneurial 

networks within conservative societies. Even though Indonesian women are shaped by gender and religion, 

some hashtag activist movements showed a certain momentum in political involvement. A study by Fauzanafi 

[50] was conducted to investigate digital citizenship as an alternative form of a citizen against political 

dynasties and corruption. Through this study, Fauzanafi said that digital citizenship as a new citizenship 

framework presented opportunities for developing rational and participatory citizenship. 

In addition to the forms of public issues, the e-participation led to social movements and education. 

Nurdiyanti and Suryadi [51] conducted a case study on the philanthropic group in Bandung, West Java. They 

illustrated that the digital-based movement is the actualization of wise digital users that combined knowledge, 

attitudes, and skills in the online realm. By comparing the two schools in the UK and Indonesia [52] conducted 

a study to find that technology advancement could lead to stakeholder involvement. Instead of the complexity 

of this involvement and the school system, non-technological factors are needed. 

Most studies address student competence, but some scholars emphasize the importance of developing 

digital citizenship for teachers. For example, several studies focus on developing ICT capability enhancement 

to teachers [53]–[55], and the use of a Learning Management System (LMS) or e-learning [56]. Based on the 

National Education Standards, it just mentioned providing equipment and infrastructure, including the learning 

resources needed to support online learning [57]. Furthermore, within the four competencies of professional 

teachers, none document explicitly informed the preparation of digital citizenship in the teacher education 

curriculum. Though, except for technical skills, teachers require to gain capabilities to solve non-cognitive 

problems in the use of technology. They are challenged to ensure that their students have the skills and attitudes 

adequately to use technology appropriately. Regarding social problems in using technology, teachers’ abilities 

to use technology personally must be accompanied by the mastery of digital citizenship. As a digital citizen, 

Curran stresses that pre-service teachers should be committed to making solutions to various problems from 

local to global levels in the online community while the provision of digital competencies to them will open 

up opportunities to participate in civil discourse [58]. Consequently, pre-service teachers institutions should 

intend to provide a learning program to develop their digital citizenship competence [59]. 

 

3.3. Educational policies 

The impact of technology occurred in all aspects of human beings, including encouraging educational 

reform in the 21st-century. The teacher's role and readiness to apply technology in the curriculum were 

significant to optimize learning outcomes. Furthermore, this study noted that such educational programs for 

citizens initiated the focus of digital citizenship discourses in Indonesia. 

The Indonesian teacher readiness in facing the digital era calls for attention. Mahdum, Hadriana, and 

Safriyanti [60] conducted a survey of teachers in rural areas to describe their perception and motivation to use 

digital tools for learning practices. The data findings showed that teachers have good perceptions and 

motivation in implementing technology-based learning. However, they dealt with constraints of lack of access 

and training. Previous studies [61], [62] highlighted that the use of ICT tools in teaching practice gave rise to 

meaningful learning and helped them in preparing the teaching process. Senjaya, et al. [38] also conducted a 

study to search the ICT awareness of high school students. Students showed that they were familiar and trained 

in using digital technology without the advanced teaching method from analyzing internet use patterns. Hence, 

teachers and school principals must prepare curricular programs to optimize student readiness.  

Digital citizenship discourse was frequently discovered in a curricular program related to moral 

education, namely civic education. A quantitative study by Dewi and Budimansyah [63] aimed to examine 
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civic education learning's impact on student’s civic literacy. The results showed that civic education with 

meaningful learning had succeeded in increasing student's digital literacy. Komalasari and Anggraini [64] 

conducted a study to determine how teachers perceive digital citizenship and optimize civic education in 

developing digital citizenship. A survey method was used to obtain data from 174 teachers in West Bandung, 

West Java. This study revealed that teachers understand, apprehend, and aware of the concept of digital 

citizenship and its role in preparing students to become good digital users. This study suggested several 

strategies in civic education related to digital citizenship, such as living value-based education, blended 

learning, and self-regulated. 

 

3.4. Discussion 

This study is directed to answer the research question, "How does the current literature inform us of 

digital citizenship in Indonesia?" Content analysis of the included articles based on the PRISMA systematical 

review protocol emerged the following main findings: i) The development of digital citizenship in Indonesia 

is challenged by the issue of inappropriate use of technology; ii) Digital literacy, digital ethics, digital access, 

and digital participation are the main attributes of digital citizenship; and iii) Educational settings take a large 

proportion of the digital citizenship discourse with several considerations for incorporating ICT tools into 

learning activities. 

All included articles refer to similar problem statements: improper behavior, lack of responsibility, 

and insecurity. When internet penetration makes the number of users increase exponentially, internet use 

impacts various social issues, such as fake news, hate speech, game addiction, cyberbullying, and pornography. 

Several studies [37]–[39] revealed patterns of use of internet users in Indonesia that are mobile-addicted, and 

the misuse of digital technology is not limited to certain age groups. 

The characteristics of internet users in Indonesia are grouped into digital natives and digital 

immigrants. Some researchers assumed that digital natives have a higher readiness to adopt technology than 

the digital immigrant group [39], [42]. One study proved that the assumption is correct [41], while another 

study found contradictory findings [46]. 

Although the nine elements of digital citizenship developed by Ribble are widely adopted, researchers 

revealed that the problem of inappropriate use of technology is caused by low digital literacy [43], [46], [47]. 

Digital literacy becomes a vital element of digital citizenship. Furthermore, the lack of digital infrastructure 

should be addressed [44], [48]. Another study examined the curricular program to significantly increase digital 

literacy [63]. Previous researchers [50], [52], [65] also revealed that political participation in digital media is a 

manifestation of a good digital user, including efforts to mobilize voluntary movements [51]. 

Most studies on digital citizenship are conducted in educational settings. Researchers reported the 

integration of ICT into learning activities to promote meaningful learning [61], [62]. One study found that 

levels of perception and motivation are high. They believe in the incorporation of their learning preparation 

with ICT tools. Mostly, digital citizenship is attracting the attention of scholars to enhance the role of civic 

education by formalizing it into the curriculum [39], [43], [44], [63], [64].  

In this respect, this study illustrated that the development of digital citizenship research could be 

explored for the proliferation of this concept into educational practice. The aforementioned findings provide a 

brief direction to begin reducing barriers in cultivating ethical and responsible behavior in the use of digital 

tools, such as equal distribution of internet access as initial rights, according to Ribble's framework, towards 

mastering other competencies. Furthermore, scholars need to examine the possibility that digital citizenship 

with all subscales with variables that potentially affected such as demographic [66], [67], internet self-efficacy, 

and internet usage frequency [68]. 

 

3.5. Limitations 

Several criteria limit this systematic review. Consequently, some influential studies might be 

excluded. This study focused on the literature published in the past five years. This study believed that the topic 

of digital citizenship has developed before that period and growth continuously. The included criteria cannot 

cover all fields since most of the literature found was from the education field. Additionally, conference articles 

might bring several accountability conflicts, without eliminating the wealth of the empirical data displayed. 

This review excluded studies from dissertations and books because the peer review process is not as rigorous 

as a research journal. 

 

3.6. Implications for practice 

Studies on digital citizenship trends in Indonesia indicated that the problem of misuse of technology 

brings on social problems. Some researchers discovered several factors, such as the digital divide and 

unpreparedness of citizens in digital citizenship. This study illustrates the encouragement of the government 

and interest groups to implement strategic policies for improving student's competencies. Accordingly, the 
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government needs to make policies to reduce the lack of digital access as the first step to eliminate the limits 

of fostering digital citizenship competence among Indonesian citizens. 

 

3.7. Recommendation for future research 

With these limitations of the study, future research needs to deeply consider the development of digital 

citizenship and the readiness to use technology. It is also imperative to search for suitable forms of 

measurement and structural modeling of digital citizenship in Indonesia. Moreover, since the included articles 

mostly come from the education field, researchers need to consider covering broader fields of study, such as 

engineering, computer science, economics, and psychology. Methodologically, the process of searching for 

literature depends on the features that exist in each database. As an example, Google Scholars almost 

summarizes every finding in other databases. Consequently, another future direction needs to use established 

databases, such as Web of Science (WoS) and The Education Resources Information Center (ERIC). Finally, 

this study recommends researchers pay attention to investigate and explore strategies for developing digital 

citizenship for teacher candidates. Noticeably, no single study attempts to fill the gap and contribute to teacher 

development by integrating digital citizenship into teacher institutions. As an example, it is necessary to 

improve the pedagogical skills among teachers in terms of using the digital platform as the learning media for 

their future class. 

 

 

4. CONCLUSION 

This systematic literature review has highlighted the challenges of digital citizenship development. 

Within the context of developing countries, such as Indonesia, providing empirical studies to support 

educational policies becomes principal to clarify how the concept has been developed and used. Based on the 

results, this study identified that digital citizenship consisted of several features, including digital literacy, 

digital ethics, digital access, and digital participation. Most scholars stated the misuse of technology and digital 

abuse due to digital inequality. Furthermore, this study recommends future research directions to explore 

integrating digital citizenship in educational practice. 
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