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1. INTRODUCTION

The adaptability of cloud computing (CC) has been a major technological trend over the past few
years [1] and is now regarded as a modern technology that provides a significant benefit to higher education
institutions [2], [3]. This technology has been adopted by both public and private schools over the years due
to its benefits such as flexibility, collaboration, cost-effectiveness, scalability, and others. Because of this,
many universities have chosen to implement this technology. However, this expansion has presented end-
users with some serious problems and challenges [4]. This paper seeks to explore and analyze significant
issues and problems facing cloud computing adoption especially at state universities and colleges in the
region, within the context of the education system.

Cloud services are considered to be key elements of both internet-based management and delivery.
Likewise, previous studies [5], [6] stated that cloud services are adopted currently worldwide in different
fields (e.g., education, business, tourism, scientific information, public and private). It provided numerous
significant advantages not only for the information and technology (IT) sectors, but also for academic
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institutions, as well as to all government and private corporations by offering limitless storage and huge
processing power capacity. Cloud technology also enables companies and academic institutions to outsource
their data at a minimum cost [7]-[9].

Ashtari and Eydgahi [3] stated that cloud technology adoption has confirmed that access to
education is well facilitated. Moreover, Almazroi, Shen, and Mohammed [9] described that because of the
tremendous resources on the internet, CC is more practical than the conventional approach to education. A
study conducted by Juma and Tjahyanto [10] revealed that security consistently rated first and is regarded as
the most serious problem to CC. Thus, in order to take full advantage of this technology, it is therefore
important to understand how to address these problems. Previous research indicated that CC adoption has
been challenging in academic institutions. Additionally, few reports have been conducted on the problems
and difficulties associated with cloud deployment in a school environment where this technology has been
implemented. Firstly, unpredictable downtime, it can happen when the provider maintains the server or when
unforeseen failures occur [4], [11]. Secondly, as software is remotely accessed, it is understood that it is not
controllable. Thirdly, the training of end-users as faculty, staff and administrators is not adequately supported
[3], [6]. Fourth, internal resistance, government funding is being reduced [12], [13] lack of infrastructure
specialist, and lack of confidence in security [14], [15].

For educators and students in higher education, the benefits of cloud computing are an attractive
option. Surprisingly, cloud computing adoption is rapidly increasing [16], [17]. The majority of institutions
are migrating their computing platforms on-premises to the cloud. As previously stated, cloud computing is
further streamlined by the provision of various providers to academic system for free or at a low cost [10].
Tashkandi and Al-Jabri [18] claimed that the adoption of cloud computing, particularly in Saudi Arabia, has
offered them to have access to technology that requires less expertise and costs. Ashtari and Eydgahi [3]
examined that conventional teaching and learning approaches are displaced by cloud computing. Despite the
significant advantage, it still conveyed various types of issues such as internal policies, data security and data
privacy. Some organizations continue to be resistant to cloud adoption due to significant factors such as
costs, institutional pressures and changing benefits [19]-[21].

In another study by Das and Dayal [22], they discovered that the most well-known risks associated
with cloud computing deployment are data availability and the possibility of data compromise. To ensure a
successful deployment, users should carefully review the policies governing the cloud computing model they
adopt, including data protection and security. Previous study shows that unmet technological requirements,
lowered customer service standards, and security concerns are the most important reasons companies
abandon the cloud [2]. Akin, Fagbola, Daramola [15] stated that in similar circumstances, some schools
function as: admissions, registration, courses offered. These processes, however, are accomplished through
the use of the cloud. Vu, Hartley, Kankanhalli [17] highlighted the importance of the main drivers of cloud
computing adoption were not technical in nature, but rather political, social and economic; other issues
include a lack of experience, a lack of trust in security, and internal resistance. Sabi, et al. [19] affirmed that
IT executives were polled to assess the benefits and drawbacks of cloud computing. Their findings revealed
that perceived risks were related to performance, corporate policy compliance, and security, while perceived
opportunities were cost savings, flexibility, and quality improvement. Consequently, Branco, Soares, and
Rivero [1] stated that when it comes to cloud computing, there are a number of challenges and opportunities
to consider. These barriers include those related to availability, reliability, data sharing, licensing, security,
capacity, transfer of data, performance, reliability, scalability, and service-level agreements.

On the other hand, previous studies [3], [23] noted that one of the distinct advantages of the cloud to
users is its availability and ease of access. The study confirmed that cloud computing is significantly
advantageous through the use of computer hardware, mobile devices, university facilities, or a combination
of these options at any time or place. However, while the aforementioned potential benefits of cloud
computing for higher learning environments have been mentioned, barriers to cloud computing have arisen,
such as security and privacy. Furthermore, the technology dependability and performance still remain a
challenge.

Based on the information obtained from the literature, to what degree universities are adopting cloud
computing has yet to be thoroughly investigated. As a result, there is a lack of understanding and knowledge
available to universities in the Philippines, particularly in the region, about the issues and challenges
associated with cloud adoption. This research also hopes to make a significant contribution to the growing
body of study in the field of cloud computing in a school setting by identifying the factors preventing cloud
adoption in state universities and colleges (SUCs) in the Philippines. This paper aims to address the
following research questions in order to fill the aforementioned knowledge gap: i) What are the major
advantages associated with university’s cloud computing adoption?; ii) What are the issues and challenges
that are impeding the implementation and use of CC at the university level?; iii) What are the main factors or
barriers to deciding on cloud adoption in the university?
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While the majority of the studies outlined in this article were carried out in private entities. The
objective of this research is to explore CC problems and challenges within the framework of a state
university, specifically in the provinces of Caraga Region, Philippines. An investigation was performed
among IT managers, IT professors and IT professionals in state universities and colleges throughout the
region that has gradually migrated to the cloud. The research focuses on the key issues and challenges that
have arisen as a result of the use of cloud computing.

2. RESEARCH METHOD
2.1. Research design

The study employed a qualitative design. Furthermore, the multiple case studies approach of Yin
[24] was used to fully understand the factors influencing the use of cloud computing among the SUCs in the
region. Interviews are a commonly accepted approach to quality research in order to obtain a thorough
knowledge of the context and phenomenon involved. In this study, face-to-face interviews are selected to get
detailed insights about the challenges of SUCs cloud adoption. Semi-structured and transparent open-ended
questions is also used to enable respondents to fully share their views, ideas and insights into cloud adoption.

2.2.  Questionnaire development

The study produced two different versions of the research guide questions. The first question was
sent by email to key informants to assist interviewees in being more prepared for questions prior to the
interview, while the complete set was kept. The following approaches were used to classify the questions:
behavioral or operational readiness, physical infrastructure set-up, and personal thoughts.

2.3. Sample selection

The selection of participants was based on the inclusion criteria laid down in Table 1 by the
researchers. There were three IT leaders from University 1, one IT faculty from University 2, and two IT
program leaders from University 3 constitute the study population. Six interviewees were asked to participate
in the survey. The study is based in the Caraga area of three SUCs. All of them are financed by the national
government as the universities and colleges. The three universities operate similarly because they provide
students with graduates and postgraduates curricular programs. University 1 is a state university with six
satellite campuses, while University 2 is a state university with two satellite campuses, University 3 is a state
college and is currently an applicant for a state university, with two satellite campuses. The interviews were
conducted between January 2019 and February 2019 with all identified respondents from the three
universities to ensure they covered the necessary details. Informal interviews to obtain exact information
were also carried out.

Table 1. The profile of the interviewees

SUCs University 1 University 2 University 3
Country of location/Region Philippines/Caraga Philippines/Caraga Philippines/Caraga
Type of HEI sucC SuUcC State college
Type of education offered  Graduate and post graduate ~ Graduate and post graduate ~ Graduate and post graduate
Number of campuses 6 2 2
University designation IT Heads IT Faculty IT Head

2.4. Data collection, validity and reliability

This paper represents the three SUCs as University 1, University 2, and University 3 in order to
ensure confidentiality. In interviews with the respondents, a detailed overview of the subject was carried out.
The study took a number of approaches using case studies from Yin [24] which have been demonstrated to
reduce interviewer opinions to a low minimum in order to produce a good and reliable collection of data. For
each interview, tape-to-face interviews are recorded for about 1 to 1 1/2 hours. For analysis, these surveys
have been transcribed so that no information is lost. The interviewees had to check the conclusions drawn
from each interview for the validity of these interviews.

3. RESULTS AND DISCUSSION
3.1. Administrative support or readiness

University 1 is thought to be capable of implementing cloud computing. The interviewee explains
that the university costs the web hosting company each year because the university does not currently have a
cloud-based server. The university makes use of an information system that can be accessed locally. Only the
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following government agencies have access to the budget office, Human Resource Management Office
(HRMO), and cashier's office: Land Bank of the Philippines (LBP), Civil Service Commission (CSC) and
Department of Budget and Management (DBM) on their online platforms in order for them to enter their files
for submission to the aforementioned agencies.

She went on to say that the university has taken a methodical approach to cloud computing
adoption. In addition to the information systems used, the university has its own website and a web
administrator who is in charge of all data and information. Furthermore, the university has taken the initiative
to establish its own server. In fact, employees are given the opportunity to use new systems and stay up to
date on the latest technologies as a result of this. Finally, as shown in the transcript, the interviewee expresses
her opinion:

“To educate employees who are not tech savvy is a big challenge to the university as it will
take more time and effort for them to learn this new process.”

The IT faculty at University 2 claims that their faculty and staff have been using cloud services such
as email, social media, e-learning systems (Schoology, Edmodo, and Moodle), and Google Apps for several
years. They have earned the benefits of technology. Given the benefits, the respondent expresses his concern
more about the website downtime prospects resulting in data instability and data protection. Since the
computer is accessible automatically, the institution has no authority over it. In turn, there is a chance of
reverting to retaining paper-based works rather than paperless works. In this scenario, the university can
choose not to use cloud computing. As a result, as is typical with many companies, some personnel are
unable to adopt this new technology for personal reasons. Therefore, a lack of knowledge of such
technologies is one of the principal factors for University 2 to use the cloud fully.

Finally, University 3 also says that cloud computing has offered comprehensive advantages to the
university's faculty and personnel, such as the input of customers in real time, connectivity is easy to upload
anywhere, wherever and anywhere. This is possible because the university covers the upfront costs as well as
the recurring payments for their internet service and Internet Service Providers (ISPs). However, the
interviewee went on to say that the university is dealing with an issue with late payments for internet and ISP
subscriptions. And it was discovered that missing internet service for several days simply caused individuals
to fall behind in their jobs. This happened because public universities must go through different mechanisms,
such as public bidding (Republic Act 9184), as a result, the budget release is delayed. Thus, University 3 has
been unable to completely implement cloud services.

3.2. Physical IT infrastructure set-up

Both Universities 1 and 2 claimed that they have no problems or are dissatisfied with their IT
infrastructure as they both have sufficient information and communications technology (ICT) resources. This
is to suggest that cloud implementation has the potential to be effective in their universities. Furthermore, the
interviewee at University 1 claims that finances could be a concern due to the lengthy phase of budget release
especially in their purchase for IT infrastructures. However, this problem does not completely obstruct cloud
deployment. Perhaps as a result of this problem, they continue to value cloud storage, which gives them more
freedom to operate when and where they choose. As a result, cloud computing is advancing in this area.
University 2 appears to have been using cloud services. However, some of their faculty and staff are also
reluctant to embrace cloud technologies due to a lack of awareness and expertise of ICT. Furthermore, others
are uninterested in the present state of the university's IT facilities. In comparison, University 3 has had some
trouble accepting cloud computing due to a lack of terminals and technological facilities. As a result, the
university has had to balance their job such that machine use is on a first come, first served basis.

According to the findings, internet connectivity latency is more important to cloud infrastructure
technology adoption. This was brought up in the case of University 3. They were not linked to the secured
internet due to the university's restricted capacity in comparison to other universities in the country. This
observation is confirmed by a research undertaken by previous researchers [10], [13], [25] affirms that an
effective and secure core router between entities and their end users is vital for efficient cloud adoption. In
this situation, University 3 was cautious to depend on cloud computing.

Data vulnerability and privacy are another important factor emphasized. This outcome is supported
by the previous studies [2], [3], [17], where they confirmed that one of the biggest challenges with CC
adoption is security. It is a big concern for University B to move all university data and information to a
public or shared cloud server. The university argues that data confidentiality is not guaranteed because the
cloud server will be switched off or crash when hackers occur. As a result, it is perceived that security and
data privacy concerns could curtail cloud adoption. Furthermore, cloud deployment at University 2 is
hampered by a lack of awareness of the cloud. This finding is also supported by various studies [11], [14],
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[25]-[27] that organizations could be exposed to a range of risks for which personnel, rather than processes
and other applications, become vulnerable and not ICT knowledge. In this way, the university may subject
itself to various risks.

Budget is another consideration in public university cloud decision. Previous researchers [28], [29]
affirmed that the adoption of cloud computing necessitates adequate machine and IT infrastructure.
Additionally, the decision to adopt cloud technologies should take into account additional IT resources and
costs [30]-[32]. This may be due to the incremental introduction of the cloud for universities with insufficient
ICT capital. In addition, a very long period of purchase of ICT technology in public universities and colleges
will also hinder the acceptance of the cloud as the it requires bidding publicly and would obtain permission of
the board of trustees on both overhead and procurement spending.

3.3. Personal thoughts

One of the reasons University 1 has implemented cloud infrastructure is that services can be
accessed at any time and from any place. The transmission of data is also fast. The IT director, who has
participated in University 1 interviews, agrees and acknowledges that engaging cloud services will provide
university students, faculty and staff with effective communication channels. The interviewee clarified that
cloud infrastructure provides a paperless collaboration mechanism.

University 2 IT faculty finds the benefit of cloud-based computing to be a significant technology.
The resources offered by cloud will help improve literacy and attract students and faculty members to various
modes of learning. But because of a poor internet connection, he explains that the classroom exercises can
fall short. It is considered an important concern by the respondent. He added that the internet access of the
city had a maximum bandwidth of 50 Mbps, which was not sufficient for many schools' heavy use
requirements. University 2 is thus restricted from completely participating cloud practices in the classroom.

The IT director at University 3 is opposed to cloud adoption. She claims that cloud technology is
useless for her institution's IT department due to the same problem, internet access speed. She considers
cloud computing to be a waste of time since the services cannot be reached on time. She goes on to say:

“Even just logging into the computer, takes a lot of time. Without stable internet access,
there’s no way you can do something like that. Therefore, it would be quite challenging and
hard for me to engage in cloud computing. ”

4. CONCLUSION

The study concluded that there were two significant factors identified: i) internet access speed; ii) a
lack of knowledge of cloud technologies was discovered to be one of the most significant barriers to
accepting cloud infrastructure in SUCs in the region. Personal perspectives are considered more relevant in
bringing steps to use the cloud. Meanwhile, these findings can provide 1SPs with perspectives into how to
upgrade internet infrastructure and thereby provide high availability of service networks in a cost-effective
manner. In order to make this happen, the university's administration, in collaboration with the IT leaders,
may engage with ISPs and maybe analyze current broadband pricing and regulations.

To make cloud infrastructure more accessible: i) The university will hold or host trainings,
conferences, or workshops for its faculty and staff in order to provide them with awareness of the significant
benefits and potential risks of this technology, as well as to guide its future development; ii) The sufficiency
of ICT infrastructures in universities has enticed academics, professors, and staff to pursue cloud computing;
iii) School management should collaborate with key partners to strategize and explore solutions to the
problems and concerns found in this research. Furthermore, budget is also thought to have played a larger
role in the decision to use cloud providers. It is recommended to underfunded universities that the
procurement program be revisited and proper planning be implemented so that investments in ICT
technology do not go unused.

Moreover, this study also highlights the impact of cloud computing to SUCs: Cloud computing
basically allows efficient, fast and effective means of transaction especially in this time of pandemic. It is
more beneficial to SUCs or educational system which allows students and professors to both enjoy the
accessibility of education amidst pandemic; professors can easily upload lessons and teaching materials while
students can easily access the materials online, though the challenge lies in the connectivity of internet in the
country. Administrators can easily collaborate with the entire academic community and even to its
stakeholders, potential for collaboration even if not in face-to-face transaction. It is a perfect avenue to be
productive and efficient which allows all processes be made possible to all members of the entire academic
community, may it be students, professors, staff and even other stakeholders.
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